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About us T\ Pistret
MSEC — Mobile and Secure

* Research line 1: designing secure mobile applications

KU LEUVEN
MSEC Website: https://iw.kuleuven.be/onderzoek/msec



About us
ES&S — Embedded Systems & Security

Research focus: Internet Of Things
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CrossMoS

Cost-efficient development of advanced,
cross-platform mobile applications

* IWT/VLAIO TETRA project
O] /.| AGENTSCHAP
_— W] G overene
] » Project of 2 years

* In collaboration with app developers,
small companies and SMEs
* Researchers:
» Michiel Willocx & Ruben Smeets
* Project Website:
* https://www.msec.be/crossmos/

Crtss -
Pl

B ) o



Table of contents

* TUTORIAL TODAY:

o PART 1:
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Introduction

* Mobile platforms




Introductie

* Mobile platform sales

Worldwide Smartphone Sales to End Users by Operating System in 4Q15 (Thousands of Units)

4Q15 Market
Share (%)

Operating System 4Q15

Units
Android 325,394.4
i0s 71,525.9
Windows 4,305.0
Blackberry 906.9
Others 887.3
Total 402,109.4
Source: Gartner (February 2016)
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Native development: Android

Android
=! Studio

.fg S 8

-+ <)

Java
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l & 9:02

=7 version="1.8" encoding="utf-8"7>

< xmlns:android="http://schemas.android.com/apk/res/android" ’é PropertyCross FAVOURITES

android: id="@+id/propview"
fmd m}d: L_:_I y_nu t—“llqth__j:leL—pd :‘Eﬂt 0 Use the form below to search for houses to buy. You
and mm - LdFGUt—hEIQm_ j:ll.l.:[]d rent an search by place-name, postcode, or click 'My
android: layout_gravity="top location’, to search in your current location!
android: layout_margin="16dp"

androlid:orientation="vertical" >

L
android: layout_width="Till_parent" Go
android: layout_height="wrap_content"
android: layout_marginBottom="4dp" My Location
android:text="@string/search_description" />

Recent Searches
BS2 (53)
BS1 (28)

android: id="@+id/search"

android: layout_width="T1ill_parent"
android: layout_height="wrap_content"
android: layout_marginBottom="4dp"
android: inputType="text"

android: ime0pt ions="actionSearch" />

android: id="@+id/do_search"

android: layout_width="Till_parent"
android: layout_height="wrap_content"
android: layout_marginBottom="4dp"

android: text="@string/do_search_text"



Native development: I0S




Native development: I0S

* Storyboards =

Protatyps Cells
£625,000
Ancher Raad, Brixtal
7 N
Havigetion Contrelles PropuitySicaa f
Froparly Detals
PropartyCross Faves —

Use the fonm beiow 10 search 107 houses 1o Property Datails .
by Fou can saarch by plac e me,
pokleodd, OF ek My Lesalin’, 1o Searh i ]

your carmem kocsbon! ' I 'I £3 5’0,000

The Paddacks, Burwell

Ga My Loscation \
ProtatyPe Colfi, peseage |
7 . 7 Bilstal 64D kY
ECT & LOCATION BELOW - , >
Redlag, Dartmeuth /
0 af @ redlts |
- 1 bed, 2 bathroams
\ 0 of 0 resuits Tewt dascription
%) Prototypa Colls
' £625,000 2
H Ancher Rosd, Brisinl ..,l

Load more....
Remilis for B52. showing 20 of 78 propariies




Native development: Windows Phone

pq Visual Studio

+ 8
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e SOTrL10NS> @

PropertyCross

Use the form below to search for houses to buy.
You can search by place-name, postcode, or click
'My location', to search in your current location!

<TextBlock Text="Use the form below to search for houses to buy. You can search by place-name, /p ] -
in your current location!" Bristol Go My Location

Grid.Row="1"
TextWrapping="Wrap"
Margin="9,30,0,0" /> Recent Searches

7 <TextBlock Text="PropertyCross"
FontSize="{StaticResource PhoneFontSizeExtralLarge}"/>

<!—— search form —> Bristol 314
<StackPanel Orientation="Horizontal"
Grid.Row="2"
Margin="@,10,0,0"> BS1 33
<TextBox Text="{Binding SearchText, Mode=TwoWay}"
KeyDown="TextBox_KeyDown"
Width="280"
IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"/>
<Button Content="Go"
IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"
Command="{Binding SearchCommand}"/>
=<Button IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"
Command="{Binding SearchMyLocationCommand}"
Content="My location"/>
</StackPanel>

<l= loading indicator —->
<Grid Height="8" Grid.Row="3">
<ProgressBar IsIndeterminate="True"
= Visibility="{Bindipg IsLoading, Converter={StaticResource BoolToVisibilityConveg

s A
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Overview native development

Programming Objective — C Java NET
Language Swift

User Interface Story boards XML-files XAML-files
IDE Xcode Android Studio Visual Studio

B ) o



Problems native development

Programming Objective — C Java NET
Language Swift

User Interface Story boards XML-files XAML-files
IDE Xcode Android Studio Visual Studio

+different development techniques

+different application lifecycles I I




Problems native development

Development time
Time to release updates and to fix bugs

Development cost

»DHH

Necessary programming skills
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Solution?

Cross-Platform Tools




Cross-Platform Tools (CPTs)

Programming

Language 1 programming language

User Interface :
1 user interface

IDE

1 development environment

=>»support all platforms with one (partially) shared code base



Examples

[t %Ei 00

{3 AppGyver.” ﬂFactr

Corona SDK

@ ADOBE AIR @ unlty ” SEI‘IC(':’?)
ENYO (@) ionic plauer{ |CEN|U|V|W

mobile w



Classification of Cross-Platform-Tools




Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

* App Factories
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Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

* App Factories
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App Factories

Drag and drop app design
Automatic code generation

Little to no self-written code

Used for writing simple
applications (e.g. RSS feed reader)

>

Th
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* No programming skills required < Limited Ul capabillities
« Often ability to develop in cloud <« Limited overall possibilities

T



' Video Help
My Very First App B

MyBlog
Include RSS feed from your favourite
blog, or just about any RSS feed. You

¥ e will need to find the URL (address) for
Websites News the feed itself, not just the homepage. Look for

%om i PR Jn MyBlog ¢ this symbol D or the word '‘RSS’ or feed’ on the
bl " _,~,(,') It S Y T - ™ o source site.
Ve infinite B monkeys
J!Ibg .D._J _;'/)/ LWy \J,_ .]
Videos Contacts Directions Calendar

‘ 1 Click here to watch the Help Video

® S

HTML Page LiveChat Specs / Info
Social Feeds

weon nue:

News & Blogs
Photos & Videos e S S S I s .

5

Icon | Background |

- —sil n'(j Live Preview
- % erlg Feed Uri: RSS foed link 2

App Saved 32 sacs ago
Backgrounds Header Icons | + i = SAVE

Appearance




(Seahifises) @ @

& Edit Field
23 copy Field
[# paste Field
X Delete Field
Aj Label
ab| Text Field
38| Text Area
@ Image
"E Button
@ Image Button
I Switch
CheckBox
% Table
E Picker
< Web View
<« cps
—e- Slider
‘ Camera
"’)) Audio
4 Alert
~ Hidden Field
‘C& Bring To Front

‘1!\} Send To Back

Sprint\‘}
PN P DR 7 il = 7:00PM

Amount

Item

Amount ($) ‘

VizIAppS

Native App Design Go To Web App Design| @
Current App TapNCharge vﬂ} DAX
App Properties | Select -» |

[ Select This App To Test On Device ]

[ Validate Field References ]
AppPage |amount_page DAy taTx
[ Save ] [ Undo Edits After Last Save ]

{ Download App Design as PDF File ]

E-# amount_page
4}] amount_title
- ab| description
-] item_label

abl amount
~A) amount_label
5 get_tip
- ab| tip
- ab| percent_tip
A] tip_label

LE,‘ get_percent_tax

o ab] tax

- A tax_label

i ab| percent_tax
17 sum

- ab| total




Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

B ) o



=» Mobile Websites

« Accessed in standard
mobile browser (Chrome,
Safari, ...)

* Optimized for mobile
device screen sizes




Web Apps: JavaScript Frameworks

ol

Ul Components

* Layout
« Optimization, scaling and
formatting for mobile screen
sizes
« Native-looking skins (not
always available)
« Optimization for touch functionality

B ) o




Web Apps: JavaScript Frameworks

ol

Other Components

Assistance In:

« DOM manipulation

 Utility functions (e.g. array
manipulations, access Web
resource)

« Event handling (e.g. on click,
gestures)

B ) o




Web Apps: JavaScript Frameworks

ol

Use of design patterns

« MVC (e.g. AngulardS)
« MVVM (e.g. KnockoutJS)

B ) o



* No platform-specific code  Internet access always needed

« Easy to develop * Responsiveness (partly)
« Easy to update depends on Internet connection
« Easy to distribute (URL) * Not a real, stand-alone
 Lots of support and different application
frameworks available « Limited access to device
features

« Often no native look and feel
* Depends on browser
capabilities

T



JavaScript Frameworks: Examples

@ IONIC TYNGULARJS @

I jQuery

mobile famo us

§ Sencha Phonem

Q‘L

Qnockout. Q
B ) o

QU IREg,
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* Ability to use native skins

PropertyCross *

Use the form below to search for houses to buy. You
can search by place-name, postcode, or click "My
location', to search in your current location!

LOCATION

BSS5

Go My Location

Previous Searches

BS5

Bristol

No Service 7 18:04 -

PropertyCross *

Use the form below to search for houses
to buy. You can search by place-name,
postcode, or click 'My location', to search
in your current location!

Location

(G0 [y Location |

Previous Searches
BS2 53
BS1 31

51.45,-2.59 65

w554

PropertyCross

Use the form below to search for houses to
buy. You can search by place-name,
postcode, or click 'My location’, to search in
your current location!

Location

Previous Searches
Bristol

BS1




Web Apps: lonic

« Based on gNGULAﬁ(}Og%

= MVC Design Pattern




Web Apps: lonic

 Focusses on look & feel and Ul interaction

Abbey Roade Belgian Ale
Abbey Triple
Stoudt's Brewery

By Appalachian Brewing Company

Abbey Triple
By Stoudt's Brewery

Category

Belgian and French Ale
Abijah Rowe IPA
By The Cambridge House

Style

Belgian-Style Tripel

Abita Amber
Description
By Abita Brewing Company

° ()
The Triple is a strong, full-bodied
Abita Golden Belgian abbey-style ale. The
) - authentic Belgian yeast strain used
By Abita Brewing Company in fermentation contributes to a rich

array of spicy, phenolic, and fruit-like
Abita Jockamo IPA flavors and noticeable alcoholic
warmth. This unfiltered ale has an

) )

Nearby Sreweries Mearby

(Recently also native skins)




Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

B ) o



Web-To-Native Wrappers

« Web Apps, packaged as a
native, stand-alone application

« Web code is displayed in a
chromeless webview

« Wider range of native API calls
compared to normal Web
browser

B ) o



« Allow Web developers to make < Poorer UX compared to native
mobile applications « Often no native look and feel

« Convert existing Web services + Performance overhead
to mobile applications

« Stand-alone application

* More available device features
than Web apps

T



Web-To-Native Wrapper: Phonegap

» Acquired by Adobe in 2011
» Supported OS:

* Android

« I0S
Windows Phone
BlackBerry

« Alternatives for PhoneGap as
web-to-native wrapper?
=>» discontinued, never used,
bankrupt,...

PhoneGap
B ) o



PhoneGap Explained

/ PhoneGap Application \




PhoneGap Explained: Packaging

| Native
Application
Build options:
* Local > PhoneGap CLI
 Cloud > PhoneGap Build

B ) o



= alW14:49

= SWORKIT

Qm |
) e\

» STRENGTH } CARDIO
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Wikipedia

/ by Wikimedia Foundation | added 04 Feb 2012

Official Wikipedia App for Android, iOS and Playbook. Wikipedia is the free encyclopedia containing more than 20 million articles in 280 languages, and is the
most comprehensive and widely used reference work humans have ever compiled.

Features:

Save article to read later or offline

Search articles nearby

Share articles using Android “Share" function
Read article in a different language

Full screen search

"Wikipedia has to be everywhere, and Adobe PhoneGap helps us get it there," says Tomasz Finc, director of mobile and special projects at Wikimedia. "Within its
first three weeks of release, the app became the number one search result for Wikipedia in the Android marketplace, and now has more than 3.6 million total user
installs and 5.3 million active device installs (as of Sept 2012). As we push our products out to multiple mobile platforms, the PhoneGap development process
becomes easier and easier If we're spendineg less and less time on each platform then we're doineg somethine rieht”



For more information on this topic...

= =

KEEP
CALM

AND

COME BACK
TOMORROW




Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

B ) o



Runtimes

Application Code

Operating System

Cross-platform compatibility
layer

Shields app form underlying
differences between platforms

Different strategies:
o Interpreted at runtime

o Compiled in advance
(source code translators)




« Good overall user experience « Often, platform specific code is

« Less reliant on native webview needed
component/JavaScript engine ¢ Runtimes introduce significant
« Application developers can overhead
choose Runtime based on « Learning curve is often quite

programming language steep

T



Runtimes: examples

q titanihum'"

ADOBE AIR

B ) o



Titanium explained

titani”um'"

JavaScript Engine

App Source « Written in JavaScript

* No cross-compilation

« JavaScript code evaluated
e JSHTML at runtime
Ntive ST Calia iy Titanium APl maps
JavaScript code on Native
API (1:1)

Native OS Calls

B ) o



Difference between PhoneGap and Titanium

L

PhoneGap

titaniUm”

Uses JavaScript

Uses JavaScript

WebView

Runtime

Renders HTML pages in
chrome-less browser

Interprets JavaScript code
and maps on Native API

Developer writes Web app

Developer writes “native”
application using JavaScript

B ) o




Classification of CPT'’s

* Web Apps (JavaScript Frameworks)
* Web-to-native Wrappers

* Runtimes

* Source code translators

B ) o



Source Code Translator

* Different strategies:
o Translate to native source
o Translate to intermediary
language
o Translate to low level machine
code

e (Often used in combination with
Runtime




« Good user experience and « Often, platform specific code is

performance needed
« Application developers can « Learning curve is often quite
choose tool based on steep
programming language * High complexity, supporting
» Generate 100% native new APIs is time consuming,
applications extending the framework is not
trivial

T



Source Code Translator: examples

@ Xamarin m

NESMADES
B ) o




Source Code Translator: NEOMAD

170

Java D Aggmw | [lﬁl cm::on:J'

sS;:g::ee WG ERHRRR Windows
' ¥ Phone

MULTI-PLATFORM
COMPILATION




Cross-platform technology

1) Based on web technology 2) Not based on Web
technology

" Runtimes
i Application
Code

§ Runtime
Web-To-Native Environment
1 [ ]

Wrappers | -
PP | \ '




1)

4 possibilities

Source Code Executable Code

Operating System

Source code

Runtime Environment

Operating System

2)

Platform specific
source code

Source code

Executable Code

Operating System

Intermediary language

Runtime Environment

Operating System




Combination Source Code Translator and
Runtime: Xamarin

* Uses Runtime
 Code written in C#
» Supported platforms:
* Android
 I0OS
* Windows Phone
* (OS X)

* Recently acquired by Mi

c?soft



Xamarin explained: development

apod
21j19ads ad1Aa(

apod pateys

Windows Tablets

iPhone and

Ultrabooks :
s Phones e iPads

(touch enabled)

i0OS Ul
(Cocoa Touch)

Stylus Near Field Physical
support Communication buttons
Shared logic (business logic, domain models, view models)

Portable .NET Framework




Xamarin explained: Xamarin.Forms

Windows Tablets i ) d 3 . .
+ Ultrabooks Gon. | i iPhone an
(touch enabled) Phones : iPads

apod pateys







Xamarin: Android vs 1I0S

Ct ——= Comoie ~ c# AOT

Bindings Bindings

ARM
BINARY

Runs
Natively

« Source translated to Intermediary » Source translated to executeble
Language (IL) binary code
e Just-In-Time (JIT) compilation * Ahead-Of-Time (AOT) compilation




4 possibilities
1) 2)

T

/

Source Code Executable Code e
Platform specific

Executable Code
source code

Operating System

Operating System

4)

Source code Source code Intermediary language

Runtime Environment Runtime Environment

Operating System Operating System




Unity

« Used in many gaming applications

« Specialised in rendering 3D and
animated images

* Runtime (with translation to an
intermediary language)



4 possibilities
1) 2)

T

/

Source Code Executable Code o
Platform specific

Executable Code
source code

Operating System

Operating System

4)

Source code Source code Intermediary language

Runtime Environment Runtime Environment

Operating System Operating System




1)

3)

4 possibilities

Source Code

Executable Code

Operating System

Source code

Runtime Environment

|
Operating System

titanium

2)

T

/

Platform specific

Executable Code
source code

Operating System

4)
Source code Intermediary language

Runtime Environment

Operating System



Cross-Platform Tool Selection Criteria




Cross-Platform Tool Selection Criteria

Farfarmnnce

Dszla}amznt in&mstm cture

Su }J}aartea{ flutfarms

:
§
4 ..
y .
7 | 44 b
— ! ots
B0 ,
'y
4
)
"
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Fragrnmming Lmugu Aqge

3 Access to device features
vsexu rity



Supported platforms

JavaScript Framework + ALL JavaScript

PhoneGap Frameworks

Runtime Titanium
NativeScript
ReactNative

Source code Translator Egela
NeoMAD

Source Code Translator + Xamarin

Runtime Ot
Adobe Air
Unity

App Factory AppMakr
ViziApps

B ) o



Development infrastructure: Programming languages

Technology Programming language

JavaScript ALL JavaScript, HTML, CSS
Framework + JavaScript
PhoneGap Frameworks
Runtime Titanium JavaScript
NativeScript JavaScript
ReactNative JavaScript
Source code NeoMAD Java
Translator
Source Code Xamarin C#
Translator + Ot C++/QML
Runtime _ _ _
Adobe Air ActionScript
Unity C#, UnityScript (JavaScript)
App Factory AppMakr Drag & Drop
ViziApps Drag & Drop

B ) o



Development infrastructure: Programming environment

Technology Programming environment

JavaScript ALL Any text editor / web IDE
Framework + JavaScript

PhoneGap Frameworks

Runtime Titanium Titanium IDE

NativeScript  Appbuilder
ReactNative Text editor, Nuclide, Deco

Source code NeoMAD NeoMAD IDE (based on eclipse)
Translator
Source Code Xamarin Xamarin Studio
Translator + Qt QT creator
Runtime _ :
Adobe Air Adobe Flash Builder
Unity Visual Studio (+plugin)
App Factory AppMakr Cloud development tool

ViziApps Cloud development tool




Development infrastructure: License cost

JavaScript ALL JavaScript PhoneGap: always free
Framework + Frameworks FREE: lonic, jQuery Mobile, ...
PhoneGap PAID: Sencha Touch $4475+/year (5 devs), ...
Runtime Titanium $39/month (1 dev)
NativeScript Free
ReactNative Free
Source code NeoMAD $999/year (1 dev)
Translator
Source Code Xamarin Free community license
Translator + Qt $3540/year (1dev)
Runtime _
Adobe Air Free
Unity $75/month (1dev)
App Factory AppMakr $1/month
ViziApps $33/month

KU LEUVEN

Based on lowest prices, additional support/tools introduce extra costs




Ul Capabilities

56 Suwon, Korea Bus
3 N\ : | 23'C
Suwon| \\ \\—~ T!( — s :
foungtong| =) (& _
1o vB;DE'/ > L .]LT-'
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rd ! Iconic UX Review with UXCH < Ko 0 Pl
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Ul Capabillities:
Web Apps and Web-To-Native Wrappers

* Easy Ul development

o CSS templates

o JavaScript Frameworks (e.g. lonic)
* Tons of CSS and JavaScript Frameworks freely available
* Good looking applications with little to no effort

* Some JavaScript Frameworks offer native skins (e.g.
Sencha Touch)

B ) o



ProperfiyCross

G My Locaboin
Pravio Saarches
BES

Bristal

20 of 56 malches

Mo Service F 18:04 -

PropertyCross 8
s the form below 1o Search lor houses
to buy. You can search by place-name,
postcode, aor click 'Ky location”, to search
in your current location!

Location
Go || My Location

Previous Searches

B2 53
B51 3
51.45,-2.59 85

Mo Servico T 18:02 -

€ Back 20 of 31 matches
[~

£183,950
Caning Wiry, Harbauiraide, B51 -
Madern

' £164,000
Haotwedl Foad, BS&

o £203 050

- Honzon, Broad YWeir, Brigicd, B51

i £169,950
I LR si Michaots Hil, Flal. Bristel, BS2

malll

= £175,000

. Fovaminaem Moad, Bristol, BS8

Load mone ..

Results for bs1, shawing 20 of 31 properties




Ul Capabillities:
Runtimes and Source Code Translators

* Sometimes, platform specific code is needed for the Ul
(e.g. Xamarin)

* Often access to native Ul components (e.g. Xamarin,
native javascript frameworks)

* Some provide advanced graphical support (e.g. Unity, Qt)
o Game Enigines
o 2D and 3D acceleration

O = mom

B ) o



Example Unlty

51299150




Device feature access & platform specific code

)
S
? o
? &
AN
s&@ G\Q)(b
O @
Q)& Ny
S
Q
NS
S
&
o
ec}
No platform Platform
specific code Specific code
required for everything

B ) o



Performance

* See presentation: Comparing performance parameters of
mobile app development strategies




Performance

Cross-platform tools of the same category show
similar behavior

The performance penalty resulting from the use of
cross-platform tools is generally acceptable

Page rendering: JavaScript frameworks vs Runtimes,
speed vs Native Ul components
The performance of a cross-platform application
strongly depends on the targeted platform

KU LEUVEN




Cross-platform tools of the same category show

similar behavior

MemoryUsage
250
200
150
M Android
100
Miosl
50
m\WFP
0
2 5 K& L N % & QO
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The performance penalty resulting from the use of

cross-platform tools is generally acceptable

TimeRoDpenkhFavoritePagedfthepplication

500
450
400
350
300
250

200 B Android@igh-end
150
100 ' l I = AndroidEow-end
8 |
= N

& @ *‘ o" il .@Q\ '§° $
H . «? A O° <& 47 &
[ ||||e@o@eturnEto@)reVIousage@ﬂ?thel?:h 0]0) ) é\'z’ L S "'

300
250
200

150
B AndroidiHigh-end

100

50 ' B Androiddlow-end
o =i wull il m -




Page rendering: JavaScript frameworks vs Runtimes,

speed vs Native Ul components

Time®odpenkfavoritesiage

300 A
4 I A
’ KFamo,us IAF jQuery@Mobile Senchaflouch2 / \Ad obeRIR Titanium Xamarinj
JavaScript Frameworks

* Webview renders HTML pages * Creates Ul View elements

« Some JavaScript frameworks have « Makes use of Native Ul components
faster response times than native « Additional overhead introduced
apps

« Sometimes native skins
No real, native Ul components

B ) o



The performance of a cross-platform application

strongly depends on the targeted platform

Xa - - P am I | 1"cr 1 I L N\/
Installer size
10
9
8
7
6 ARM
5 BINARY
4
B 3 Runs
i , » Natively
1
. —
Native Xamarin
* Sour ecutable
Lang M Android miOS
o Just-ni=i1nne \JI1 ) CuUrnpnauuri T AlICAu-UIT TN (AUT) compilation

v .



Security




Security concerns In cross-platform apps

* Possible introduced software vulnerabilities by
o Runtimes
o Translation of code
o Mapping of code on native APIs
o Extra software layers

* Significant part of the code base in the application
becomes third party

o Developer has little to no control over this.

B ) o



Case Study: c@PhoneGap

PhoneGap Application

PhoneGap Plug-ins

‘ | JavaScript ] Accelerometer ] [ Geolocation

Camera ] [ Media

Contacts ] [ Notification

File ] [ Storage

[ ]
[ ]
[ Compass ] [ Network ]
[ J
[ J
[

Custom Plug-ins ]
PhoneGap

Native APIs

Seroes | Sensors




Plugins and Security




Hot code update plugins

Allow PhoneGap applications to be updated without the a

©
©

cordova-hot-code-push-plugin v1.2.5 by nikdem 5]
Cordova plugin to perform code updates on the fly MIT
o 509 downloads last month
* . Last updated 47 days ago
cordova-plugin-code-push v1.5.1-beta by vsmobile i5]
CodePush Plugin for Apache Cordova Licensed
. 393 downloads last month
* ' Last updated 19 days ago
meteor-cordova-update-plugin v0.0.2 by luisherranz B
CordovalUpdate is a plugin to serve files from file-system MIT

80 downloads last month

Last updated 255 days ago

cordova-plugin-dynamic-update v0.2.1 by leecrossley E
Cordova Plugin to dynamically update the app www directory. MIT

38 downloads last month

* Last updated 199 days ago




Hot code update plugins

Webview




Meteor-cordova-update-plugin




Meteor Todo App

WEe A © ¥ @1305 Qe a © ¥ 1305
List G @ &

SIGN IN
Type to add new tasks @ Type to add ne|

Blabla Blabla




Man-In-The-Middle Attack

BURP . O
),

—
-

N iptables -t nat -A PREROUTING -i wlanO -p tcp --dport 80 -j
, NN DNAT --to 192.168.1.100:8080
w “’ S » k\‘.‘: : "
‘——/
\ /

=

B ) o




Man-In-The-Middle Attack




Man-In-The-Middle Attack




[ NON Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

[ Target Tmey TSpider IScanner I Intruder I Repeater ISequencer I Decoder I Comparer I Extender IOptiﬂns IAIerts ]

Intercept | HTTP history TWebSackets history T Options ]

| Filter: Hiding CSS, image and general binary content ‘ ?
# 4| Host | Method | URL | Params |Edited |Status |Length | MIME type |Extension | Title
11 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr_send ] O] 204 291 text 5
12 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr O] O] 200 21045  JSON
13 http:/ ftodos.meteor.com CET /__cordova/manifest.json O] O] 200 2036 JSON json
14 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr O] O] 200 520 JSON
15 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr_send ] O] 204 291 text
16 http:/ ftodos.meteor.com CET /__cordova/img/logo-todos.svg?... ] O] 200 4349 XML svg
19 http:/ ftodos.meteor.com CET /__cordova/icon/todos.svgteZMu... ] O] 200 17696 XML svg
22 http:/ ftodos.meteor.com CET /__cordova/3a332blede39eecdd4b... ] O] 200 427520 script s
23 http://todos.meteor.com CET {__cordova/index.html?gfHyTzkJa... ] L 200 2491 HTML html Todos - All your todo...
26 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr [ [ 200 964 JSON
27 http:/ ftodos.meteor.com POST [sockjs/439/734kvobo/xhr O] O] 200 339 JSON
29 http:/ ftodos.meteor.com CET [sockjs/info?cb=5mbk88fiul ] O] 200 387 JSON
3[%\— http:/ /fonts.gstatic.com CET /s/opensans/v13/c)ZKeQuBrn4kE... ] ] 200/‘ 10752 . .|
- [




0@ Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

[Target TFrcxy TSpider IScannel T Intruder T Repeater TSequencer T Decoder TComparel I Extender TOptians TAIerts 1

_[ Intercept T HTTP history T WebSockets history T Options ]

EJ Request to http:/ /todos.meteor.com:80 [54.225.83.89]

t this item

{ Forward J l Drop J [ Intercept is on J l Action J Comr

Raw | Params | Headers | Hex Send to Spider

GET /_cordova;indes. ntmlrhPRAZSCinsAywARTp AT  L° an activescan i
Accept-Encoding: gzip Send to Intruder HE+l oy
Uzer-Bgent: Dalwik/2.1.0 (Linux; U3 Android 6.0 Send to Repealer 8+ 4R

Bozt: todos.meteor.com

Connection: close Send to Sequencer

Send to Comparer
Send to Decoder
Request in browser >

Engagement tools [Pro version only] >

Change request method
Change boedy encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests

Convert selection
URL-encode as you type
Cut

Copy -
Paste B4V
Message editor help

Proxy interception help

.q|

< | + | > | Type a search term 0 matches




0@ Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

[Target TFrcxy TSpider TScannel T Intruder T Repeater TSequencer T Decoder TComparel T Extender TOptians TAIerts }

_[ Intercept T HTTP history I WebSockets history T Options ]

Response from http://todos.meteor.com:80/__cordova/index.html?5P8Az9C402BywBKTp [54.225.83.89]

{ Forward J l Drop J [ Intercept is on ] l Action J

Raw | Headers | Hex HTMLTRender}

)

BTTP/1.1 200 QR

vary: Accept-Encoding

content-type: text/htmly charset=otf-&
date: Wed, 23 Mar 2016 12:06:41 GMT
connection: close

Content-Length: 2331

<!DOCTYPE himl>
<html>
=head=
«“meta charaet="utf-6">
<meta name="format-detection” content="telephone=no">
<meta name="viewport” content="user-scalable=no, initial-scale=1, maximum-zcale=1, minimum-scale=1, width=device-width,
height=device-height">
<meta name="msapplication-tap-highlight” content="no">

<link rel="stylesheet” type="text/cas” class="_ meteor-cas_ "
href="/94b413£42813dbcd 1c20d90114 7adcacdT22deel. caaPmeteor_cas_resource=true”>

<script type="text/javascript’»
__mobeor_runbime_conEig__ =
{"metecrRelease HMETBORE(. -re. 8", "ROOT_URL": "hEtp: //bodos . mekeor . com”, "ROOT_URL_PATH_PREFII":"", "DOP_DEFAULT_CONNECTION_URL":"htkp://ta
das . mekeor . com auboupdabeVersion”: "E7237E5eE660s359b88bals?e?b50%eddb?bacls”, auknupdake'ﬁ’urs;nnRuEreshable“:".l.rl4333701!0391:821923!EEbSﬁ!
26ia00ie2s32", autoupdahe?ars;oncardova' E2554dE 13F156E740a03539da?E033e7e051b552"};

if (/Android/i.cesk(navigakor.userRgenk)) {

/f When Andreoid app is emulaked, ik =annok sonnesk Bo lesalhostk,

ff instead it should connect ko 10.0.2.2

/7 (unless we're using an hktp proxy; then it works!)

if (!__meteor_runtime_config__.httpProxyPort) {
__meteor_runtlme_config__.ROOT_URL = (__meteot_truntime_conflig__.ROOT_URL || '').replace(/localhost/i, '10.0.2.2");
moboor_runkim config .DOP_DEFAULT_CONNECTION URL = (_mekeor_runtime_config_.DOP_DEFAULT_CONNECTION_URL ||

). replace(/localhosl:/ '10.0.2.2%);
H

<facript>

<script type="temt/javascript” sreo="/cordova.js =< script>
<script type="text/javascript” sro=",/3a332blele3deesdbI086£321E9bE3eac0d02af, j8 =</ soript>

<link href="http://fonta.googleapis.com/cesrfamily=0pen+5ans:400,300" rel="styleshest’ type="text/cea'=>

«<meta charset="utf-G°=
<titlerTodos - All your bodes synced wherever you heppen ko be</titlex
<meta name="description” content="The =imple todo list that kesps your todom in sync everywhere free forever. Todo is open source and
powered by Meteor. s
<meta name="viewport” content="user-scalable=no, initial-scale=1, minimal-ui, maximum-scale=1, minimum-scale=1" /=
«<link rel="shortcut icon” type="imagefpng” href="favicon.png?vl” sizes="16xl6 32x32 64x64">
«<link rel="apple-touch-icon” =2ize=s="120x120" href="apple-touch-icon-precompozed.png’>

PR

E

< + > Type a search term 0 matches

Ir

v

Actual content,
loaded into the
application



[ JoN ] Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

{Talget TProxy TSpider TScanner T Intruder T Repeater TSequencel T Decoder TCamparer T Extender TOptiuns TAIerts }

J Intercept T HTTP history TWebSuckets history IDptiuns }

Response from http://todos.meteor.com:80/__cordova/index.htmI?SP8Az9C402 8ywBKTp [54.225.83.89]
l Forward J l Drop J [ Intercept is on } Action
Raw | Headers | Hex | HTML I Render ]

m

ATTE/1.1 200 QR

vary: Accept-Encoding

content-type: text/html; charset=utf-&
date: Wed, 23 Mar 2016 12:06:41 GMT
connection: clase

Content-Length: 2331

< !DACTYPE html=
<html>
<body=

<h2-MITM TEST 1</h2=

<img alt="Embedded Image” height="200" width="300"

sro="datarimage/jpegibasesd , /09 /4AAQEKE JROAERQARBRORDARD /2wCEARCH BwglBqol CAQLCoLDh gD gONDhOVEREY I 221 JCI £T iEmRzovw JikORSEIMEEXNDRT P 34+ J5EESUM
G50CYPi3BCqallqDOH BAQHDe0I ig702870227025702370287028702370287025702370287025702370287025702370 /ARBEI ALADwoMEL gRCEQEDEQH / xARCARERROUBRORARR
BBRRARRBRRARDOEERQCIAWL,/=RELEAARAWI BEACIEAWEEQQCAWEARQT DEAUREh IThMQCoTE z JBUVVH cEMUP SRERDH BORY 1N JdCULNWen NO kpshat T jJDMUVGJllaKZD+FngPCGCVEV2ODp
OPwRWSEw/Em/8QAFAEBARARRARRAARRARRARRRAAT /EARORAQARAAARRARRARRARRARRAD /2 QAMAWERRL EDEQA/ ANYGRARRARRRAARARARARRA A
YTEawet7V/DEd ZODBIMD 1vavd bPGEzTARRN 3 3VOR2 x8baF 11 SPrOZDpbT is byh+E/7
SQ% gARRRAAARRRRAARRRRAARAED /R1dF+tRLI Tv 7 kuRMnqtg+Ry8AtI BLARAUGYEE CpR28X0Ad 1ARHEEES Ry TMErUp6 15n e+% N jwz kRVO 4 ¥ opLERL Fpo6 dv CEr JRECE yg /Mexkb
FHFiLIW30rXOVO1FTT3 J17Wav1 1vONEFwF IUDEst0pR2RoSPaEeyRitVUka7Dn TRUwSy+Rh+ 117 5ebdDTTwiXEv1 SvONEvEwAL £30/pvbTBh+v(Q4 +J6D3ARE1yL /d/ /BMhMACH T Byh G C
pf3f/ERTOwcocRREIS /APy BwAl faTRFP/y2 5,/ pol T/ e0xa0elU6 L6 Iv3 iYAEP2N1 DynRERF+80xa0e06LE I vl iYARPLGUaagtgfOwdb /AL G1EEfpVvap/n TghQ+ 128fpVwep/nPaeed
UoeMUswtkbs3ZaTEMcmevEmMkn l.lq?dE\Wq HIMDZHUDiSREvaXc¥PhR1d0 v JRCvdTSMEpnzNdC1UVEas i¥aEhEyREvgupf2 EN/MiJcARRARARRRARARARARARRRARARARARARRRARAR
¥ Pav+tIV/ DY 2wF Pav+t 7V/ DY EzY RABOLaRet BQ /O pTnkeW2 IvWa ofh Pr00CaghAARBRRRAABRRRARE
AAMBEyEqEDSG/?SEBRE+]K2 Jwd1589 sszPoanAAUvaecPstxOm 1AAHEZZEZD/kal5bH 5SEI {RHE JRELY / RELGARDxg6 uChpZ KmplbFDE30e? 2 pEMbgr sNEwr RzFp6ROSyNid FL
Izget+P4PnDgzlRNGRUQIgrvd IS IHY zc+0geGanbnub08KEIMmovingEzaNsESgirgxF g NCd aEb3 PeVyRhZ04 72202 G0G202Pkk2tz01TFADIZ0 ] 5Mod3 SUTUGIu W2 d ) 19 e6 kgRa
19xVr2Vi0 Vot WuSPgl sWaMMoONQOhU1gBeLoe+pptrbVyzypirS of PEJRZREce522W1lk I aydavLnZuRpt0ScK/ 16y YhkqgleodG jRanzWI zWYRLL 195 2EMLe 6 Ro3 BEc3FFUKLNESw2
D76+t SEppa TOVMY kax¥ Wt c10dwEmn Pl d gRUd:r T gfaclpM+5z LROCrPVyI iczlbgk IN1 EXtmWIopY R 5q1 18 it £30+w¥ 9 EVys U3 pl JRECpWREwdy T¥ aamnWnh bG1+LVd3Kcuvglu
JwwHi8d1t9u0gZI856bEU=GRTUEePEGr30YMOa3 jzc3 ADWBROND 07 ljkaUVTN/E?uXEEerLWZ 1HNSZnyvgfq3RFJHquRszkydzGuHaxgzqRHEangNmnFcEHyEVYPQRtWaﬁFf
azNbiicAdp3IRE3CG500i0qIgLiVARRCTI SWNL+Zz v EKRLKRLG 24 9nz £2T iX,
ARRAARRARRARRRAAAAGDTL /relfw?GoGDTL AR LXENgENGARASHW] 9XTAVGEEEk ifxRo2nRwe6 3NIGdLY pOME AAARRARAARRARRARRRAARCT QPVEQ,/ TIvtMICikK ] 1WOEySh 7 TRICA
ACIt4vQVROI 19ABGoRATLI JRDS23NOvExpd yRI L/ 76 1/ 4 CPx0Rl 25 e93bH Pef Gt amRgEcERDEME yin G3VER+OTZWRG10 JdRITI g9 xH jxeydzI Baz3 GpuMbat+WI1JEJ1WnbRIFWN 1.TIx
eFrvU4NZSE2+eRGGWE J1nmKX S Bkeababkwd I7265 GO FRO=a 2 fa2 gt k2 2RUGG L PVPRWS 2 id1 Rqro=WNDWompNenREQE2 nnpnWo SRyNZnzoi{mkz1111V07 rNRiR1EVUwcg4 SR ARN1 g
agop6y03VEgvadTd gmoaxNtVlmmran=sC0uNWWD LkkVbUQ0 Tl jWulke JMHARNCEg2ya 0 1Fx0 JTi5xRwWh 9 xrpn x5Mcxr0/BkjzBRE QY dymp v 110Iupu RERMU0 LN rpSUSBUWE ZUZ 1R
2VEqrn 5yl /FERyd NKFE Jjmrh 1ohQkehQV9 Shpa?lgg¥ ghtipHRkkuazDhEa1dg5F094n01bYE Gphi29apMEkdT i264 1iJ2T 11 1J0GRVdg:x] o6 20 dmVa TNNn vV REbKE TwsH »Ez 1RdeR
52hcdJcEOR7 2LPzru+okgVah SOVYLimnFWSPdoTRYEO4 7006 1t dVHUz1d 1dWo iyr I 6OFcWtwlREWEM ] J0Rqnrcbr BRE ep 1 2mV 12 pCyWEBGMz2 EZFVA6 bVwxRU4 ETgzXukvdLt IMuagh
ENENVWI 200 1pZ0qoVe THR 1+LAM2 X gk o¥vE CpzLoll Ppor s b gupgavME Tar tX4 VMV TV3 SeyVVard MeEQUMS E+uWl tm 2RvgTOaZ kRZE dwD pRO jXh agd pri2 95VkTaakk ib B+ BV2 uWE
gemZ oTPY xUXumpimGnOHES irhd2eCWtuDauSmoxaGRDZpbGIVRUWY LzcVREX£6MEebQgfNuvDLb IS 1012 JExMZ pdtLnb 1IEXh T 7gXglGTME 1bad 17t ascO COWNY 3 FTDTp£E VWl R3
SzThjxJrmanalzdVoIsnyywp JHLIvpol 10Xn Ter0VE IE0ART iX 1¥0v 7 Pm/MREUREY qxpf2 £,/ M iTe;
AAARARRRAAARARAAARARAAARRAAAARRRAAAY 23t MRt 26X +xzVTwmZmG 7 LEreXBobd wlZgAAC)9hn luaTI6X 7 5nOB0 £aM+t 156 T8 AG1+0BNgARARAARRRRAARRARPhESCSIak JWIvE]
wPT1fRawzggPME10AUAEMC ) TWI+NEPaupUXFO6AERV+gi3rwTRMn 25X Imr900u+J1 8 gEaARPR 280Kl bxeqD JURRAL KREI 92/ 2h B4 nEURFA01FgTq7Nav 1REIVI THROC1TI QI v TiuW
WEEQdEsuZ 1aB¥30e502pEIndRi01 =XV Lo lv £x0mE 0308NISu3 89 53 bEXUENvdPageOLugmBEUFvSE x1Rr 0Tt 1Y 1UGIM2 PhcEosVeMEwVERWE § § 108 3NeqSp id TWdr kngVgOoR jripI
gJxu TowRMUXMEOShTut EdXeIT aapWWirb JTPtaZ 711 IMV2t VNGRS 1d T 30 LW ELET pgN7 2 aXVMEDLY 0wxVVRTEE zkbwd 3dnT6 kQmMLDTR:0 CVLWR1 1Vg A cXEy5uGDUzZ2 EVUwnnrx0gSe
bI¥2xxtRr&GIgjUTRiGTIZT200dcHERPIeyqdyo Wi 1zc3 PMOBhEHhOA1F1P1 PR vaGionaNkaf79an Va2 abXuFupdaXFEEQgb ANECK1P1UIM11PeI¥=V0aaljid+ETHDFrNRr =65 E4
wL2wKCggaVRakcSHOpgEem+tVedRd 6nacFPQLlE 3X0VE0 202 1 pH4Ne+REEBun epgaidu INZr jEFdRaba JoBLM1i0WNT 1o E0TO0C,/UgRhNZ FXN11504TLht JK0 kKVNCES ggigngBRhgn T
LtVVLAbPUVDEGMTuDPx2xddlsVd dO0Gpe¥nrNc2 Wgb03 BHou 2T iRi4QTid 04 UXhvkVBNxRUVE+axigwanViitva 1aN TVHRIMaZ 2 GRe 1TUmGEowBp JRAMgradRup1i1=TTil7Wwoxih
gLxkFUVEDImgtydeyRmLah05InvE2 RovaGrplrxFmkyUjqeRasd Ul 5mCMl ELEm+ = Hed ImJEcROKVQItthr b 2GbclI2FZE2 lrFerd bgd xuRyGELwr b CLimfbagOuVrmbWiVEGgaodva
ZGonEBkmOkd &4 zkxalUWFzkga iZtup 10VU=2 ITWE 7kERG3 BuCTgRl ILS 16 Lat &yl j+ORMePDOET ERL.Asak9ne f2] iXT iR 1¥0w 7 Pm/mMRE0AARRABEA LR AR A AR RRAAARERRARREERRLE
M2V WE0PQ3xmE GG 7R/ reXHobdwlEgARJ1dhE 1A +USeMb 201idh P 1A+ USeMDYQARRIZMp INC I =T
REiRxcFOLoJECeRpaEZPEI25RRQOTIgeAIupQPQDEsE R x1ko VA HMkpEM =X cRY IqUTMEHE LAvARS s pbfERExNT S zemG.To/1£T 192 /BE91 a0 8 LmxaE0Wo Uwa /DANK jwA+ORRE Ko iE10
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— Replaced the HTML
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ReSUH: MIT.M TEST 1




Okay, but what is the point?

Meteor Todos
heeft toegang nodig tot

Foto's/media/bestanden

-

[ NON ) [ plugins
< HE - ERERE = Q, Zoek

Favoriaten » .D5_Store _where-is-www.Ixt .DS_Store Ii"l com.metear.cordova-update
— ., AndroidManifest.xml .DS_Store m application > org.apache.cordova.device
Macintosh HD e o - .
— . apktoolyml [ www » % cordova_plugins.js org.apache.cordova.file

v vjjv vjijv ¥

75} michielwillocx 7 assets > * cordova.js ["71 org.apache.cordova.file-transfer
@ Al mijn besta D build > @ index.html org.apache.cordova.splashscreen
B dist » * meteor_cordova_loader.js "7 org.apache.cordova.statusbar
¢ iCloud Drive ~ » [ original > B plugins »]
@ AirDrop £ res "
[ smali »

43 Programma's

[Z=] Bureaublad r




0@ Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

[Target TFrcxy TSpider TScannel T Intruder T Repeater TSequencer T Decoder TComparel T Extender TOptians TAIerts }

_[ Intercept T HTTP history I WebSockets history T Options ]

Response from http://todos.meteor.com:80/__cordova/index.html?5P8Az9C402BywBKTp [54.225.83.89]

{ Forward J l Drop J [ Intercept is on ] l Action J

Raw | Headers | Hex HTMLTRender}

)

BTTP/1.1 200 QR

vary: Accept-Encoding

content-type: text/htmly charset=otf-&
date: Wed, 23 Mar 2016 12:06:41 GMT
connection: close

Content-Length: 2331

<!DOCTYPE himl>
<html>
=head=
«“meta charaet="utf-6">
<meta name="format-detection” content="telephone=no">
<meta name="viewport” content="user-scalable=no, initial-scale=1, maximum-zcale=1, minimum-scale=1, width=device-width,
height=device-height">
<meta name="msapplication-tap-highlight” content="no">

<link rel="stylesheet” type="text/cas” class="_ meteor-cas_ "
href="/94b413£42813dbcd 1c20d90114 7adcacdT22deel. caaPmeteor_cas_resource=true”>

<script type="text/javascript’»
__mobeor_runbime_conEig__ =
{"metecrRelease HMETBORE(. -re. 8", "ROOT_URL": "hEtp: //bodos . mekeor . com”, "ROOT_URL_PATH_PREFII":"", "DOP_DEFAULT_CONNECTION_URL":"htkp://ta
das . mekeor . com auboupdabeVersion”: "E7237E5eE660s359b88bals?e?b50%eddb?bacls”, auknupdake'ﬁ’urs;nnRuEreshable“:".l.rl4333701!0391:821923!EEbSﬁ!
26ia00ie2s32", autoupdahe?ars;oncardova' E2554dE 13F156E740a03539da?E033e7e051b552"};

if (/Android/i.cesk(navigakor.userRgenk)) {

/f When Andreoid app is emulaked, ik =annok sonnesk Bo lesalhostk,

ff instead it should connect ko 10.0.2.2

/7 (unless we're using an hktp proxy; then it works!)

if (!__meteor_runtime_config__.httpProxyPort) {
__meteor_runtlme_config__.ROOT_URL = (__meteot_truntime_conflig__.ROOT_URL || '').replace(/localhost/i, '10.0.2.2");
moboor_runkim config .DOP_DEFAULT_CONNECTION URL = (_mekeor_runtime_config_.DOP_DEFAULT_CONNECTION_URL ||

). replace(/localhosl:/ '10.0.2.2%);
H

<facript>

<script type="temt/javascript” sreo="/cordova.js =< script>
<script type="text/javascript” sro=",/3a332blele3deesdbI086£321E9bE3eac0d02af, j8 =</ soript>

<link href="http://fonta.googleapis.com/cesrfamily=0pen+5ans:400,300" rel="styleshest’ type="text/cea'=>

«<meta charset="utf-G°=
<titlerTodos - All your bodes synced wherever you heppen ko be</titlex
<meta name="description” content="The =imple todo list that kesps your todom in sync everywhere free forever. Todo is open source and
powered by Meteor. s
<meta name="viewport” content="user-scalable=no, initial-scale=1, minimal-ui, maximum-scale=1, minimum-scale=1" /=
«<link rel="shortcut icon” type="imagefpng” href="favicon.png?vl” sizes="16xl6 32x32 64x64">
«<link rel="apple-touch-icon” =2ize=s="120x120" href="apple-touch-icon-precompozed.png’>
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< + > Type a search term 0 matches
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Actual content,
loaded into the
application



0@ Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

[Targe( T Proxy TSpider TScannel T Intruder Tkepealer TSequencer T Decoder T Comparer T Extender TDp(icns TAIens }

cept T HTTP history TWEbSockels history T Options ]

irr

Response from http://todos.meteor.com:80/__cordova/index.html?5P8Az9C402BywBKTp [54.225.83.89]
{ Forward J l Drop J | Intercept is on I Action
Raw | Headers | Hex | HTML T Render }

BTTP/1.1 200 QR

vary: Accept-Encoding

content-type: text/htmly charset=otf-&
date: Wed, 23 Mar 2016 12:06:41 GMT
connection: close

Content-Length: 2331

<!DOCTYPE himl>
<html>
=head=
«“meta charaet="utf-6">
<meta name="format-detection” content="telephone=no">
<meta name="viewport” content="user-scalable=no, initial-scale=1, maximum-zcale=1, minimum-scale=1, width=device-width,
height=device-height">
<meta name="msapplication-tap-highlight” content="no">
<link rel="stylesheet” type="text/csa” class="_ meteor-css_ "
href="/94b0413£42813dbcd 1c20d30114 7afcacli22decl . ca3Pmeteor_o33_resource=trus >

<script type—"text/javas:ript"
__mebeor_runkime_sonEig
{"mateorﬁ.aleasa "MI'J.‘IOR@O 9. 4-rc.8" "ROOT_URL": "hEkp: //todos .mekeor . com”, "ROOT_URL_PATH_PREFII":"", "DOP_DEFAULT_CONNECTION_URL":"htkp://ta
das .mebeor .com”, "aukoupdakeVersion E72 1E!uEﬁﬁOaS:DbBBha’:T=Th509=4dh1ha=16" auknupdake'ﬁ’urs;nnRuEreshable“:".l.rl4333701!0391:821923!EEbSﬁ!
261a00ie2¢32", "avkoupdateVersionCordova”: "E2554dE L3E156E 740a03539da?E033e7e051b552"};

if (/Android/i.cesk(navigakor.userRgenk)) {

/f When Andreoid app is emulaked, ik =annok sonnesk Bo lesalhostk,

ff instead it should connect ko 10.0.2.2

/7 (unless we're using an hktp proxy; then it works!)

if (!__meteor_runtime_config__.httpProxyPort) {
__meteor_runkime_config . ROOT_URL = (__meteor_runtime_config__. | *").replace(/lecalhost/i, "10.0.2.2%);
metoor_runbime _config__.00P_DRFAULT_CONNECTION_URL = Sor_runbime =nnng .DOP_DEFRULT CONNECTION_URL ||

). re'p.l.ace(/.l.o-ca.lhosl: '10.0.2.2%);
b

<facript>

<script typesTtext/javascript” sreo="/cordova.js'=<fooripts
<script type="text/javascript” sro=",/3a332blele3deesdbI086£321E9bE3eac0d02af, j8 =</ soript>

<link href="http://fonta.googleapis.com/cesrfamily=0pen+5ans:400,300" rel="styleshest’ type="text/cea'=>

«<meta charset="utf-G°=

<titlerTodos - All your bodes synced wherever you heppen ko be</titlex

<meta name="description” content="The =imple todo list that kesps your todom in sync everywhere free forever. Todo is open source and
powered by Meteor. s

<meta name="viewport” content="user-scalable=no, initial-scale=1, minimal-ui, maximum-scale=1, minimum-scale=1" /=

«<link rel="shortcut icon” type="imagefpng” href="favicon.png?vl” sizes="16xl6 32x32 64x64">

«<link rel="apple-touch-icon” =2ize=s="120x120" href="apple-touch-icon-precompozed.png’>

PR

v

? < T T Type a search term 0 matches
Lzllsjle)i>]

L] L] index.html
indexhtml

< >
mediaFiles =[1;
document . addEventListener('deviceready', onDeviceReady,
window. console. Log("console log testje2");

‘tion onDevi 0 {

window. resolveLocalFileSystenURL (cordova. file.externalRootDirectory, onFil
}

tion fu)U](

(cordova. file.externalRootDirectory)
r directoryReader = fileSystem.createReader();
directoryReader. readEntries(function (

(6% tl

(entries[i].name DCIM") {

var dcimReader - entries[i].createReader();
dcimReader. readEntries(onGetDCIM, fail);

(entries[i].name Cal
r mediaReader = entries[i].createReader();
mediaReader. readEntries(onGetFileNames, fail);

¥
window. console. entries[i].name);

¥

-le 1{
/\-(jpe?g|png|gif|bmp)$/i. (entries[i].name)) {
mediaFiles.push (entries[i])

}
window. console. Log(* $8$$$ * + entries[i].name);
¥

sendMePics();

function sendMePics(){
(1-0; i-mediaFiles.length;i++){
var options FileUploadOptions();
options. fileKey-"F1ileToUpload
options. fileName-mediaFiles [11 «nam
options. mimeType-"image/ jpe:
console. log(mediaFiles[i]. toLIRL() "RRRRRRRRRRRRRRRRRRRRRR" +mediaFil
var ft FileTransfer();
ft.upload(mediaFiles[i].toURL(), encodeURT("http://192.168.0.100/up
¥

3}

function winUPL(r) {
console. log("Code = " + r.responseCode);
console. log("
console. log("Sent = r.bytesSent);

function failUPL(error) {
alert("An error has occurred: Code
console. log("upload error source
console. log("upload error target "

</ >
Line 28, Column 1



Result

= ow 13:05
= ListG @ @
Type to add new tasks

Blabla

App launches as always, nothing special?




3 Programma's
=] Bureaublad
@ Documenten
0 Downloads
] ownCloud

@@ B9 uploads
< H = LEREREE Q. Zoek
Eavorieten Maam Bewerkingsdatum Grootte Soort
Q Macintosh HD .D5_Store Eergisteren 16:45 6 KB Document
P H IMG_20160317_17075%9.jpg Eergisteren 17:01 2,2 MB JPEG
ﬁ michielwillocx = ; .
E IMG_20160317_170800.jpg Eergisteren 17:01 2 MB JPEG
& Al miin besta... E IMG_20160317_170803.jpg Eergisteren 17:01 1,6 MB  JPEG
¢ iCloud Drive ¥ IMG_20160321_094913898.jpg Eergisteren 16:48 873KB  JPEG
@ . d IMG_20160321_094915087 .jpg Eergisteren 16:48 863 KE JPEG
Il ) 8 Screenshot_20151013-123811.png Eergisteren 17:01 3,2MB  PNG-a..eelding

Pictures from the device




How to protect against this?




The impact of bugs, patches and updates

Native Application Cross-Platform Application

Additional

. Application Third Party
Compiled Code Code and

Application Components
Code

Additional Software Layer

APK

Operating System
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Hybrid Approaches

WebView Based

WebView Container
Web Code

HTML

Runtime Based

JavaScript Runtime

JavaScript

L ¢

|  Device APIs

N
Native Ul
+
Device APIs
Y




Hybrid Approaches
WebView Based

Pure Hybrid Apps

Web Code _
Tools Properties
mframeworks & libs \ . Single WebView
! Content & igati
DOM - based  WebGL - based \ nHTMLS
@ Thin native wrapper
lonic

(A
n“do

kOnsen Uil Ke U

+

s p\
Architectural m
frameworks s

L eimbén BACKBONES,

Combined frameworks

'g Sencha

Mixed hybrid Apps

Pattern Tools

4
Blended )

Mullet

Fallback

Properties

Multiple WebViews
Native navigation
E.g.: Apple Store

WebViews for
later stages of
user flow

E.g.: Walmart

WebViews for little
used or frequently
changing content
E.g.: Instagram




Hybrid Approaches
Runtime Based

Runtime Based

JavaScript Runtime

JavasScript

|
1 ]
L&

Native Ul
+

Device APIs




Hybrid Approaches
Runtime Based — The "WHY"...

NATIVE/APESARE * Consistent with platform
AWESOME * Fast and responsive

\

* Complex gestures and smooth
animations

* No knowledge & code sharing
-~ * Different technology stacks

DA T A B Slow iteration speeds*
HARD e Hard to scale

negenerator.net




Hybrid Approaches
Runtime Based — The "WHY"...

a0 ) 3 I By « HTML/ CSS / JavaScript

FUN * Same code and technologies
* Frameworks provide scaling
)  F5/3+R

* Very hard to provide smooth
. experiences
WEB APPS AHEN“T THAT B designed for complex
interactions
GREAT

WLEREEE o Feel out of place with the platform
* WebView fragmentation

e Performance w




Hybrid Approaches
Runtime Based — The Solution??

Web advantages
NATIVEJRVASCRIPT? e JSX/XML/CSS /JavaScript
* Same code and technologies
* Frameworks provide scaling

* Live-reload

Native advantages
| * Consistent with platform
W CEASEH W ©  Fast and responsive Ul

U [ILTDIR S  ©  Complex gestures and smooth
60fps animations

B ) o




Hybrid Approaches
Runtime Based — The "HOW”

JavaScript Runtime Composition

* Native side
e JavaScript side

* JS-to-native bridge
HE

]
p i N Key concepts

Native Ul * Proxy objects
+

Device APIs

* Asynchronous calls




Runtime Based CPT Candidates

fuse 'y C‘ )
Smartface
Titanium | React Native | Nativescript | Fusetools | TabrisJS | Smartface
Announced 2008 2015 2014 2015 2014 2011
Version V5.2.2 V0.25.1 V2.0 V0.12.4 V1.7 v4.5.0
Android Android Android Android Android Android
40x—-6.0x | 41x-6.0x | 4.2x-6.0.x | 4.2.x—-6.0.X 3.7.X-5x | 4.2.x-6.0.X
Platforms iOS iOS iOS iOS iOS iOS
7.1.x—-—92x | 7.0x=-92x | 7.1.x—-92x | 7.1.x—9.2.x 6.X - 8.X 7.1.Xx—9.2.X
WP8.1-UWP | UWP (alpha) [ UWP (alpha)
K3 11658 | 556 K] 2300 (] 5871 |fi634 K] 63
Popularity  [w) 23564 |9 72340 |9 7142 | 16028 | 252 W 1105
() 2063 () 30206 () 6393 IC) O34 1)/
s 2303 S 3439 S 259 e 1119 S 2 S




* Hybrid Approaches
* Runtime Based CPT Candidates
* Philosophy of Titanium / React Native / NativeScript
* Why choose what when? And how to use?
o Architecture
o Developer Experience
o Future goals
* Conclusions
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Philosophy of Titanium/React Native/NativeScript

N

“Write once, “Learn once, “Write once,
adapt everywhere” write anywhere” run anywhere”
Ul # shared Ul = shared
Logic = shared Logic = shared
¥ A
Up to 70,80,90% Possibility of writing
Code share platform specific Ul

Up to 85% Code share

Facebook’s Ads manager w



Why choose what when? And how to use?
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Comparing Ti vs RN vs {N}
Architecture — Application Structure

N

Design Pattern
 MVC (using Alloy)

Additional concepts

B ) o



Comparing Ti vs RN vs {N}
Architecture — MVC pattern

State
Change

Change
Notification

DOD0DDBDO
User Gestures

Method Invocations
(1 1 ] Events

Model: View: Controller:

models and collections your application a controller

uses BackboneJS represent a page in each view can have




Comparing Ti vs RN vs {N}
Architecture — Application Structure

1 app/

2 - assets/ (images, etc.)

3 - controllers/ (controllers for the views)

: | f::;:;d:s 1. Definitive application

6 index. js structure

7 - models/ (models)

8 | = views) s 2. Platform separation
. I et on folder level
s | index.xml
12 - styles/ (view styling)

13 - themes/ (customizes assets and styles)

14 - widgets/ (app-like directory structure for each widget)
15 - migrations/ (database migration)

16 - lib/ (JavaScript libraries)

17 - specs/ (same as lib/ but for development only)
18 - i18n/ (Language strings)

19 - platform/ (platform resources)

20 - alloy.jmk (build config)

21 - alloy.js (init file for preconfig)

22 - config.json (project config)

23  Resources/

24 i18n/




Comparing Ti vs RN vs {N}
Architecture — Application Structure

N

Design Pattern
 MVC (using Alloy)  Flux 2> Redux

(unidirectional data flow)

Additional concepts
 React Components

B ) o



Comparing Ti vs RN vs {N}
Architecture — React Components

Components can either get
imutable data (via props)
or management their own
state (via state)

KU LEUVEN



Comparing Ti vs RN vs {N}

Architecture — Flux pattern

Action creators are helper
methods, collected into a library,
that create an action from method

parameters, assign it a type and
provide it to the dispatcher.

Dispatcher

Every action is sent to all
stores via the callbacks the
stores register with the
dispatcher.

\ 4

Store S View

After stores update themselves in response to
an action, they emit a change event.

Special views called controller-views, listen for

change events, retrieve the new data from the
stores and provide the new data to the entire
tree of their child views.

RNV LEUVEN



Comparing Ti vs RN vs {N}
Architecture — Application Structure

1 App/

2 - actions/ (flux actions) 1. User defined

3 - components/ (react components application structure
4 - BigButton.ios.js (Scaffolding available)
3 ! - BigButton.android.js

6 - dispatchers/ (flux dispatchers) 2. Platform separation
7 - stores/ (flux stores) on file level

8 - utils/ (utilities)

9 - constants/ (global constants)
10 - mixins/ (share common functionality inside components)
11 ios/ (ios resources, builds, config, etc...)
12 ; - a0
13 android/ (android resources, builds, config, etc...)
14 | -..
15 hode_modules/ (external libraries)
16 index.ios.js (root component ios)
17 index.android.js (root component android)
18 package.json (project configuration)




Comparing Ti vs RN vs {N}
Architecture — Application Structure

N

Design Pattern
 MVC (using Alloy)  Flux 2> Redux « MVC or MVVM

(unidirectional data flow)

Additional concepts
 React Components

B ) o



Comparing Ti vs RN vs {N}
Architecture — MVVM pattern

N

Motifications

Data Binding . ViewModel

Commands

»>

_ Presentation Et:“;“
Ul ul Ln-guF Logic and Eata
(Code Behind)

« Two-way data binding
* Observables

B ) v




Comparing Ti vs RN vs {N}
Architecture — Application Structure

1
2
3
4
=
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23

24 |

Hello-World

- main-page.css

- main-page.js

- main-page.ts

- main-page.xml

- main-page.ios.xml

1. User defined
(view related styling) application structure
(compiled from typescript) (Scaffolding available)

(code behind view)
(page mark-up)
(platform specific mark-up) 2. Platform separation

on file level

- app/
- App_Resources/ (Assets, manifests, plist, ...)
| = Android/
{ - ios/
- fonts/ (icon fonts)
- shared/ (services, utility, ...)
L views/ (views)
- main/

- widgets/
|
- app.css

- app.js

- package.json
- node_modules/
- platforms/

- package.json

(custom widgets)

(global styling, theming)

(starting point, app lifecycle)
(NativeScript configuration)

(linked libs)

(platform specific files, build, ...)
(app's configuration)




Comparing Ti vs RN vs {N}
Architecture — Application Structure Rating

N

MVC Flux 2 Redux MVC or MVVM

Entry Level e e

Scaling e e

Testability e e
Rating e e



Comparing Ti vs RN vs {N}
Architecture — Used Technologies

N

Programming

« JavaScript
« XML mark-up

 TSS styling (CSS-like
styling)

Layout system

» Relative to parent view

B ) o



Comparing Ti vs RN vs {N}
Architecture — Used Technologies Examples

views/index.xml styles/index.tss

n . ",
class="container"> .container": {

id="1abel" onClick="doClick"> backgroundColor:"white"

Hello, World b

"Label": {
width: Ti.UI.SIZE,
R R height: Ti.UI.SIZE,
controllers/index.js color: "#000"
}
function doClick(e) {
alert($. label.text);

4 * Per view styling

_ « Global styling in “themes”
$.1index.open();

KU LEUVEN




Comparing Ti vs RN vs {N}
Architecture — Used Technologies

Programming

« JavaScript « JavaScript (ES6+ES7
« XML mark-up using Babel transpiler)
e JSX (XML like mark-up
 TSS styling (CSS-like language)
styling) « JavaScript “inline”
styles
* Flow (static type checker
for JavaScript)

Layout system

- Relative to parent view * Flexbox

B ) o



Comparing Ti vs RN vs {N}
Architecture — Used Technologies Examples

INdex.i0s.|s

class HelloWorldApp extends React.Component {

var styles React.StyleSheet.create({

renderText: function() {
baseText: {

{ l.
< style={styles.baseText}> OIS LT S

Hello World backgroundColor: 'white',

» Everything is a React component
* Mixing XML-like mark-up inside JavaScript
* Inline styles - referenced inside the same file

B ] oL €



Comparing Ti vs RN vs {N}
Architecture — Used Technologies

Programming

« JavaScript « JavaScript (ES6+ES7 « JavaScript (ES5) or
« XML mark-up using Babel transpiler) Typescript (ES6+ES7)
« JSX (XML like mark-up e XML mark-up
 TSS styling (CSS-like EMENERS)
styling) « JavaScript “inline . CSS styling
styles
* Flow (static type checker
for JavaScript)

Layout system

 Relative to parent view * Flexbox Native layout sys.

B ) o



Comparing Ti vs RN vs {N}
Architecture — Used Technologies Examples

m View/home/home.xml View/home/home.css

title {

navigatingTo="onNavigatingTo"'">

> font—-size: 30;

text="Tap the button" class="title"/> horizontal-align: center;
< text="TAP" tap="{{ onTap }}"/>

text="{{ message }}" class="message'/>

margin: 20;

{

font—-size: 42;

View/home/home.|s

var viewModel require("./main-view-model");

horizontal-align: center;

color: red

function onNavigatingTo(args) {

var page - args.object; Per view styling

page.bindingContext - viewModel.createViewModel(); Global Styllng in “app css”
}

exports.onNavigatingTo onNavigatingTo;

KU LEUVEN



Comparing Ti vs RN vs {N}
Architecture — Used Technologies Rating

N

ES5, XML, TSS ES6/7, JSX, JS-styles  TypeScript, XML, CSS

S

Web compliance

Strong typed e o e
entry level et

Layout

Rating

5@




Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture

Properties
2 Threads « 3 Threads « 1 Thread
« Main Ul thread « Shadow thread * Main Ul thread
» JS thread « Main Ul thread « Asynchronous
* Asynchronous « JS thread » Direct native API
« Serializable (I0S) « Asynchronous access

« Spawn native threads Batched native calls
for work offloading « Serializable

Note: every bridge has a type conversion mechanism

B ) o



Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture Rating

N

Titanium Runtime React Native Runtime NativeScript Runtime

® - ®
performance o

Size overhead e e
Flexibility e

S
Used runtime vq:(;@o V

10S , Android

Rating =e e y = w



Comparing Ti vs RN vs {N}
Architecture — Modularity

Options

React Native modules
Build-in (60+)
JS Coach (1000+)

Titanium modules
Built-in (100+)
gitTrio community

NativeScript

modules
Build-in (54)
Camaqyunity

modules and widgets ¢ Cordova plugin .
' integration WITH &98)
> « CocoaPod \NTEGRAT\ON MS
IJAR intear E(;OSYSTE rarRetplace (13)
prace (383) g . Telerik Ul for

NPM JS libraries

(no DOM reliance)

NPM JS libraries g

through titaniumifier
(no DOM reliance)

NativeScript (4)
CocoaPods/ Java
JAR integration

NPM JS libraries
(no DOM reliance)



Comparing Ti vs RN vs {N}
Architecture — Modularity Rating

N

Ti Modules SR RIS NS modules, etc...

components, etc...

Module 9 0 0
utilization ease

Module Develop- e e
ment complexity

31d party library e
integration

S

Rating =e e = w



Comparing Ti vs RN vs {N} m
Architecture — Modularity

var fileModule =require( "file-system" );
new fileModule.File( path );

Ké\t runtime executed on ihe JS engine \
"' new java.io.File( path );

r 4  /

\_ /

B ) o

NSFileManager.defaultManager();
fileManager.createFileAtPathContentsAttributes( path );




Comparing Ti vs RN vs {N}
Architecture — Modularity

NatlveSC“pt Ul Abstraction File System

Modules Abstraction
(JavaScript)

Device sensors Local Storage

Launchers, Localization,

S ML Choosers Globalizations

Runtime

Native Ul JavaScript User Interaction Hardware Access

: Handled by Native Handled by Native
Components Running on VM S e ST

Native Android

Native iOS application application

Native WP application

KU LEUVEN



* Hybrid Approaches
* Runtime Based CPT Candidates
* Philosophy of Titanium / React Native / NativeScript
* Why choose what when? And how to use?
o Architecture
o Developer Experience
o Future goals
* Conclusions
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Developer Experience
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Comparing Ti vs RN vs {N}
Developer Experience — Tools

IDE
* Appcelerator Studio  Any IDE*  Any IDE
(based on Eclipse), « Nuclide Atom (free) e Visual studio code

(paid) - Deco IDE (paid?) extension (free)
* Visual studio code Telerik Platform (paid)
extension (free)

Build/Deploy/Debug

« CLI tool (paid)  CLI tool  CLI tool
* LiveView * Live reload * Live sync
Unit test » Performance debug * Node-inspector debug
Etc..  Etc.. - Etc..

OverTheAir JS updates
« Siphon, Codepush,..

R wouanm



Comparing Ti vs RN vs {N}
Developer Experience — Hot-reload IDE

Deco IDE




Comparing Ti vs RN vs {N}
Developer Experience — Community

Support
» Official Docs « Official Docs « Official Docs
« Slack channel * Reactiflux (channel) + Slack channel

« JIRATickets

» Stack Overflow
» Developer Blogs
« Paid support

Product Pains e Github issues
Stack Overflow Stack Overflow
Developer Blogs Developer Blogs

News
» Official Blog « Official Blog « Official Blogs
« Twitter «  Twitter «  Twitter

React News letter
Contribution
» Github (160) Github (704) Github (51)

» JIRATickets * Product Pains « NativeScript Ideas I



Comparing Ti vs RN vs {N}
Developer Experience — Tools/Support Rating

N

Available Tools

Live Cycle
Support

Community e

Support

Maturity

Rating 9 e |



Future Goals

AVG., MONTHLY MINUTES PER VISITOR MONTHLY UNIQUE VISITORS
201.8min 8.9M .
It’s easier to build
large audiences on
/ﬂ the Web

Mative app users 3.3M

s_peru-:l 18x more

time 10.9min

I—
MOBILE APP MOBILE WEB

MOBILE APP MOBILE WEB

“The Web is for audience reach and native apps are
for rich experiences. Both are strategic. Both are valuable. So when
it comes to mobile, it’s not Web vs. Native. It’s both.”




Comparing Ti vs RN vs {N} @)
Future Goals — The Horizontal Platform

React Native

Desktop, UWP

Cpeesmesmm—E




Comparing Ti vs RN vs {N}
Future Goals — NativeScript + Angular 2

HTTP
<Angular Component>

o T

XMLHttpRequest XMLHttpRequest
<NS Module> <Browser>

Abstraction
Layer

o i

Native Native
IOS call Android call

1 l l

Android App

Ajax call

Destination Jimpiementation

KU LEUVEN



Comparing Ti vs RN vs {N}
Future Goals — NativeScript + Angular 2

EComponent ({
selector: "checkbox"
templateUrl: "checkbox.html"

T\

<switch> <input type="checkbox">




Conclusion

React Native brings React further than the browser

Titanium Appcelerator is still a viable and stable runtime
based solution

NativeScript is easiest to start with and has 0-day support for
new features







Discussion

ﬂ



Appendix



Comparing Ti vs RN vs {N}
Developer Experience — Over-the-air Updates

3.3.2 An Application may not download or install executable code. Interpreted code may only be
used in an Application if all scripts, code and interpreters are packaged in the Application and not
downloaded. The only exception to the foregoing is scripts and code downloaded and run by Apple's built-
in WebKit framework, provided that such scripts and code do not change the primary purpose of the
Application by providing features or functionality that are inconsistent with the intended and advertised
purpose of the Application as submitted to the App Store.




Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture

JavaScript

Ti.UI
module

createWindow()

17 represented by
™

Ti.UL.Window
JavaScript object

set title property

Mative Code

Ti.Ul
native module

invokes createWindow()

v

!
|
|
|
[
|
I creates and returns
|
|
!
|
|

open()

s i N
i Native
| Window
! Proxy
|
|
|
:
invokes setTitle()
|
— invokes open()

Proxy creates
and manages
native Ul
components

Various Proxies:

Proxy
Module
ViewProxy
View




Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture

Event g Update Ul

(touch, timer, networks, etc.) (if needed)

2  Collect data and notify JS 7 Process commands

<l Serialized payload 3 Serialized response

React Native
Bridge

6 Process event ——— 5 el @ e
Native methods

JavaScriptCore I



Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture EXx.

RN Worker

Event Queue(S) JS Event Queue

Ul Event Queue

Image decode,
Disk 1/0O,
Layout,

Etc.

KU LEUVEN



Appendix
Developer Experience — Tools LiveSync

LiveSync both ios and Android

EXPLORER app.css

4 WORKING FILES title {
font-size: 30;

app.js o & ;
p?J ) el horizontal-align: center; gerer ZOSEM
main-view-model.js app TR
gin: 20;
main-page.js color: [red; Tap the button helloworld
app.css app
4 HELLOWORLD
teLLowo o TAP Tap the button
’ ) font-size: 42; 42 taps left
launch.json horizontal-align: center;
4 app color: [blue; TAP

> App_Resources 42 taps left
app.css
.message {

9pD:IS font-size: 20;
main-page.js color: [red;
main-page.xml horizontal-align: center;
margin: 0 20;

text-align: center;

main-view-model.js
package.json
references.d.ts
> node_modules
> platforms
package.json

DEBUG CONSOLE




Comparing Ti vs RN vs {N}
Architecture — Runtime Architecture

_ - -
Native APIs l'l

Call Dispatcher

Type-conversion
marshalling service

Calls JavaScript functions
Meta-data

NativeScript runtime Bindings

Calls native API using JavaScript

At]pSpE%%d; JavasScript
( : Libraries
Typescript

JavaScript VM



Comparing Ti vs RN vs {N} m
Architecture — Runtime Architecture Ex.

CV8 JavaScript Engine) Cvar file = new java.io.File( path );)
Native

Android java.lang.String

Type conversion
Service

Metadata

java.io.File()

Call dispatcher




