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About us T\ Pistret
MSEC T Mobile and Secure

A Research line 1: designing secure mobile applications

KU LEUVEN
MSEC Website: https://iw.kuleuven.be/onderzoek/msec
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ES&S T Embedded Systems & Security
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CrossMoS

Cost-efficient development of advanced,
cross-platform mobile applications

A IWT/VLAIO TETRA project
O] /.| AGENTSCHAP
_— W] G overene
] A Project of 2 years

A In collaboration with app developers,
small companies and SMEs
A Researchers:
A Michiel Willocx & Ruben Smeets
A Project Website:
A https://www.msec.be/crossmos/
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Introduction

A Mobile platforms




Introductie

A Mobile platform sales

Worldwide Smartphone Sales to End Users by Operating System in 4Q15 (Thousands of Units)

4Q15 Market
Share (%)

Operating System 4Q15

Units
Android 325,394.4
i0s 71,525.9
Windows 4,305.0
Blackberry 906.9
Others 887.3
Total 402,109.4
Source: Gartner (February 2016)
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Native development: Android

Android
=! Studio

.fg S 8

-+ <)

Java
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l & 9:02

=7 version="1.8" encoding="utf-8"7>

< xmlns:android="http://schemas.android.com/apk/res/android" ’é PropertyCross FAVOURITES

android: id="@+id/propview"
fmd m}d: L_:_I y_nu t—“llqth__j:leL—pd :‘Eﬂt 0 Use the form below to search for houses to buy. You
and mm - LdFGUt—hEIQm_ j:ll.l.:[]d rent an search by place-name, postcode, or click 'My
android: layout_gravity="top location’, to search in your current location!
android: layout_margin="16dp"

androlid:orientation="vertical" >

L
android: layout_width="Till_parent" Go
android: layout_height="wrap_content"
android: layout_marginBottom="4dp" My Location
android:text="@string/search_description" />

Recent Searches
BS2 (53)
BS1 (28)

android: id="@+id/search"

android: layout_width="T1ill_parent"
android: layout_height="wrap_content"
android: layout_marginBottom="4dp"
android: inputType="text"

android: ime0pt ions="actionSearch" />

android: id="@+id/do_search"

android: layout_width="Till_parent"
android: layout_height="wrap_content"
android: layout_marginBottom="4dp"

android: text="@string/do_search_text"



Native development: I0S




Native development: I0S
A Storyboards .

Protatyps Cells
£625,000
Ancher Raad, Brixtal
7 N
Havigetion Contrelles PropuitySicaa f
Froparly Detals
PropartyCross Faves —

Use the fonm beiow 10 search 107 houses 1o Property Datails .
by Fou can saarch by plac e me,
pokleodd, OF ek My Lesalin’, 1o Searh i ]

your carmem kocsbon! ' I 'I £3 5’0,000

The Paddacks, Burwell

Ga My Loscation \
ProtatyPe Colfi, peseage |
7 . 7 Bilstal 64D kY
ECT & LOCATION BELOW - , >
Redlag, Dartmeuth /
0 af @ redlts |
- 1 bed, 2 bathroams
\ 0 of 0 resuits Tewt dascription
%) Prototypa Colls
' £625,000 2
H Ancher Rosd, Brisinl ..,l

Load more....
Remilis for B52. showing 20 of 78 propariies




Native development: Windows Phone

pq Visual Studio

+ 8
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e SOTrL10NS> @

PropertyCross

Use the form below to search for houses to buy.
You can search by place-name, postcode, or click
'My location', to search in your current location!

<TextBlock Text="Use the form below to search for houses to buy. You can search by place-name, /p ] -
in your current location!" Bristol Go My Location

Grid.Row="1"
TextWrapping="Wrap"
Margin="9,30,0,0" /> Recent Searches

7 <TextBlock Text="PropertyCross"
FontSize="{StaticResource PhoneFontSizeExtralLarge}"/>

<!—— search form —> Bristol 314
<StackPanel Orientation="Horizontal"
Grid.Row="2"
Margin="@,10,0,0"> BS1 33
<TextBox Text="{Binding SearchText, Mode=TwoWay}"
KeyDown="TextBox_KeyDown"
Width="280"
IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"/>
<Button Content="Go"
IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"
Command="{Binding SearchCommand}"/>
=<Button IsEnabled="{Binding IsLoading, Converter={StaticResource BooleanNotConverter}}"
Command="{Binding SearchMyLocationCommand}"
Content="My location"/>
</StackPanel>

<l= loading indicator —->
<Grid Height="8" Grid.Row="3">
<ProgressBar IsIndeterminate="True"
= Visibility="{Bindipg IsLoading, Converter={StaticResource BoolToVisibilityConveg

s A

KU LEUVEN



Overview native development

Programming Objective i C Java NET
Language Swift

User Interface Story boards XML-files XAML-files
IDE Xcode Android Studio Visual Studio

B ) o



Problems native development

Programming Objective i C Java NET
Language Swift

User Interface Story boards XML-files XAML-files
IDE Xcode Android Studio Visual Studio

+different development techniques

+different application lifecycles I I




Problems native development

Development time
Time to release updates and to fix bugs

Development cost

»DHH

Necessary programming skills

B ) o



Solution?

Cross-Platform Tools




Cross-Platform Tools (CPTs)

Programming

Language 1 programming language

User Interface :
1 user interface

IDE

1 development environment

C support all platforms with one (partially) shared code base



Examples

[t %Ei 00

{3 AppGyver.” ﬂFactr

Corona SDK

@ ADOBE AIR @ unlty ” SEI‘IC(':’?)
ENYO (@) ionic plauer{ |CEN|U|V|W

mobile w



Classification of Cross-Platform-Tools




Classification of CP T 0 s

A Web Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

A App Factories

B ) o



Classification of CP T 0 s

A Web Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

A App Factories

B ) o



App Factories

P o A Drag and drop app design
, A Automatic code generation
A Little to no self-written code
& A Used for writing simple
applications (e.g. RSS feed reader)

B ) o



A No programming skills required A Limited Ul capabilities
A Often ability to develop in cloud A Limited overall possibilities

T



' Video Help
My Very First App B

MyBlog
Include RSS feed from your favourite
blog, or just about any RSS feed. You

¥ e will need to find the URL (address) for
Websites News the feed itself, not just the homepage. Look for

%om i PR Jn MyBlog ¢ this symbol D or the word '‘RSS’ or feed’ on the
bl " _,~,(,') It S Y T - ™ o source site.
Ve infinite B monkeys
J!Ibg .D._J _;'/)/ LWy \J,_ .]
Videos Contacts Directions Calendar

‘ 1 Click here to watch the Help Video

® S

HTML Page LiveChat Specs / Info
Social Feeds

weon nue:

News & Blogs
Photos & Videos e S S S I s .

5

Icon | Background |

- —sil n'(j Live Preview
- % erlg Feed Uri: RSS foed link 2

App Saved 32 sacs ago
Backgrounds Header Icons | + i = SAVE

Appearance




(Seahifises) @ @

& Edit Field
23 copy Field
[# paste Field
X Delete Field
Aj Label
ab| Text Field
38| Text Area
@ Image
"E Button
@ Image Button
I Switch
CheckBox
% Table
E Picker
< Web View
<« cps
—e- Slider
‘ Camera
"’)) Audio
4 Alert
~ Hidden Field
‘C& Bring To Front

‘1!\} Send To Back

Sprint\‘}
PN P DR 7 il = 7:00PM

Amount

Item

Amount ($) ‘

VizIAppS

Native App Design Go To Web App Design| @
Current App TapNCharge vﬂ} DAX
App Properties | Select -» |

[ Select This App To Test On Device ]

[ Validate Field References ]
AppPage |amount_page DAy taTx
[ Save ] [ Undo Edits After Last Save ]

{ Download App Design as PDF File ]

E-# amount_page
4}] amount_title
- ab| description
-] item_label

abl amount
~A) amount_label
5 get_tip
- ab| tip
- ab| percent_tip
A] tip_label

LE,‘ get_percent_tax

o ab] tax

- A tax_label

i ab| percent_tax
17 sum

- ab| total




Classification of CP T 0 s

AWeb Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

B ) o



Web Apps

@ C Mobile Websites

A Accessed in standard
mobile browser (Chrome,
Safari, e)

A Optimized for mobile
device screen sizes




Web Apps: JavaScript Frameworks

ol

Ul Components

A Layout
A Optimization, scaling and
formatting for mobile screen
sizes
A Native-looking skins (not
always available)
A Optimization for touch functionality

B ) o




Web Apps: JavaScript Frameworks

ol

Other Components

Assistance In:

A DOM manipulation

A Utility functions (e.g. array
manipulations, access Web
resource)

A Event handling (e.g. on click,
gestures)

B ) o




Web Apps: JavaScript Frameworks

ol

Use of design patterns

A MVC (e.g. AngularJS)
A MVVM (e.g. KnockoutJS)
A é

B ) o



A No platform-specific code A Internet access always needed

A Easy to develop A Responsiveness (partly)
A Easy to update depends on Internet connection
A Easy to distribute (URL) A Not a real, stand-alone
A Lots of support and different application
frameworks available A Limited access to device
features

A Often no native look and feel
A Depends on browser
capabilities

T



JavaScript Frameworks: Examples

@ IONIC TYNGULARJS @

I jQuery

mobile famo us

§ Sencha Phonem

Q‘L

Qnockout. Q
B ) o

QU IREg,
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A Ability to use native skins

PropertyCross *

Use the form below to search for houses to buy. You
can search by place-name, postcode, or click "My
location', to search in your current location!

LOCATION

BSS5

Go My Location

Previous Searches

BS5

Bristol

No Service 7 18:04 -

PropertyCross *

Use the form below to search for houses
to buy. You can search by place-name,
postcode, or click 'My location', to search
in your current location!

Location

(G0 [y Location |

Previous Searches
BS2 53
BS1 31

51.45,-2.59 65

w554

PropertyCross

Use the form below to search for houses to
buy. You can search by place-name,
postcode, or click 'My location’, to search in
your current location!

Location

Previous Searches
Bristol

BS1




Web Apps: lonic

A Based on @NGULA&%

C MVC Design Pattern




Web Apps: lonic

A Focusses on look & feel and Ul interaction

Abbey Roade Belgian Ale
Abbey Triple
Stoudt's Brewery

By Appalachian Brewing Company

Abbey Triple
By Stoudt's Brewery

Category

Belgian and French Ale
Abijah Rowe IPA
By The Cambridge House

Style

Belgian-Style Tripel

Abita Amber
Description
By Abita Brewing Company

° ()
The Triple is a strong, full-bodied
Abita Golden Belgian abbey-style ale. The
) - authentic Belgian yeast strain used
By Abita Brewing Company in fermentation contributes to a rich

array of spicy, phenolic, and fruit-like
Abita Jockamo IPA flavors and noticeable alcoholic
warmth. This unfiltered ale has an

) )

Nearby Sreweries Mearby

(Recently also native skins)




Classification of CP T 0 s

A Web Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

B ) o



Web-To-Native Wrappers

A Web Apps, packaged as a
native, stand-alone application

A Web code is displayed in a
chromeless webview

A Wider range of native API calls

compared to normal Web
browser

B ) o




A Allow Web developers to make A Poorer UX compared to native
mobile applications A Often no native look and feel
A Convert existing Web services A Performance overhead
to mobile applications
A Stand-alone application
A More available device features
than Web apps

T



Web-To-Native Wrapper: Phonegap

A Acquired by Adobe in 2011
A Supported OS:

A Android

A i0S

A Windows Phone

A BlackBerry

A é

A Alternatives for PhoneGap as
web-to-native wrapper?
C discontinued, never used,
bankrupt,h e

PhoneGap
B ) o



PhoneGap Explained

/ PhoneGap Application \




PhoneGap Explained: Packaging

| Native
Application
Build options:
A Local C PhoneGap CLI
A Cloud C PhoneGap Build

B ) o
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Wikipedia

/ by Wikimedia Foundation | added 04 Feb 2012

Official Wikipedia App for Android, iOS and Playbook. Wikipedia is the free encyclopedia containing more than 20 million articles in 280 languages, and is the
most comprehensive and widely used reference work humans have ever compiled.

Features:

Save article to read later or offline

Search articles nearby

Share articles using Android “Share" function
Read article in a different language

Full screen search

"Wikipedia has to be everywhere, and Adobe PhoneGap helps us get it there," says Tomasz Finc, director of mobile and special projects at Wikimedia. "Within its
first three weeks of release, the app became the number one search result for Wikipedia in the Android marketplace, and now has more than 3.6 million total user
installs and 5.3 million active device installs (as of Sept 2012). As we push our products out to multiple mobile platforms, the PhoneGap development process
becomes easier and easier If we're spendineg less and less time on each platform then we're doineg somethine rieht”



For more information onthist op i1 c é

= =

KEEP
CALM

AND

COME BACK
TOMORROW




Classification of CP T 0 s

A Web Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

B ) o



Runtimes

A Cross-platform compatibility
Application Code layer

A Shields app form underlying
differences between platforms

=0 uEnl A Different strategies:
o Interpreted at runtime
o Compiled in advance

Operating System (source code translators)




A Good overall user experience A Often, platform specific code is

A Less reliant on native webview needed
component/JavaScript engine A Runtimes introduce significant
A Application developers can overhead
choose Runtime based on A Learning curve is often quite
programming language steep

T



Runtimes: examples

q titanihum'"

ADOBE AIR

B ) o



Titanium explained

titani”um'"

JavaScript Engine

App Soufce A Written in JavaScript

A No cross-compilation
A JavaScript code evaluated
b JSIHTML at runtime
A Titanium APl maps
JavaScript code on Native
API (1:1)

Native SDK Calls = App

Native OS Calls

B ) o



Difference between PhoneGap and Titanium

L

PhoneGap

titaniUm”

Uses JavaScript

Uses JavaScript

WebView

Runtime

Renders HTML pages in
chrome-less browser

Interprets JavaScript code
and maps on Native API

Developer writes Web app

Developer writesin n a t |
application using JavaScript

B ) o




Classification of CP T 0 s

A Web Apps (JavaScript Frameworks)
A Web-to-native Wrappers

A Runtimes

A Source code translators

B ) o



Source Code Translator

A Different strategies:
o Translate to native source
o Translate to intermediary
language
o Translate to low level machine
code

A Often used in combination with
Runtime




A Good user experience and
performance

A Application developers can
choose tool based on
programming language

A Generate 100% native
applications

A Often, platform specific code is
needed

A Learning curve is often quite
steep

A High complexity, supporting
new APIs is time consuming,
extending the framework is not
trivial

T



Source Code Translator: examples

@ Xamarin m

NESMADES
B ) o




Source Code Translator: NEOMAD

170

Java D Aggmw | [lﬁl cm::on:J'

sS;:g::ee WG ERHRRR Windows
' ¥ Phone

MULTI-PLATFORM
COMPILATION




Cross-platform technology

1) Based on web technology 2) Not based on Web
technology

" Runtimes
i Application
Code

§ Runtime
Web-To-Native Environment
1 [ ]

Wrappers | -
PP | \ '




1)

4 possibilities

Source Code Executable Code

Operating System

Source code

Runtime Environment

Operating System

2)

Platform specific
source code

Source code

Executable Code

Operating System

Intermediary language

Runtime Environment

Operating System




Combination Source Code Translator and
Runtime: Xamarin

A Uses Runtime
A Code written in C#
A Supported platforms:
A Android
A i0S
A Windows Phone
A (0S X)
A é
A Recently acquired by Mi

c?soft



Xamarin explained: development

apod
21j19ads ad1Aa(

apod pateys

Windows Tablets

iPhone and

Ultrabooks :
s Phones e iPads

(touch enabled)

i0OS Ul
(Cocoa Touch)

Stylus Near Field Physical
support Communication buttons
Shared logic (business logic, domain models, view models)

Portable .NET Framework




Xamarin explained: Xamarin.Forms

Windows Tablets i ) d 3 . .
+ Ultrabooks Gon. | i iPhone an
(touch enabled) Phones : iPads

apod pateys







Xamarin: Android vs 1I0S

Ct ——= Comoie ~ c# AOT

Bindings Bindings ARM
BINARY
Runs
_ Natively
_ A A
A Source translated to Intermediary A Source translated to executeble
Language (IL) binary code

A Just-In-Time (JIT) compilation A Ahead-Of-Time (AOT) compilation




4 possibilities
1) 2)

T

/

Source Code Executable Code e
Platform specific

Executable Code
source code

Operating System

Operating System

4)

Source code Source code Intermediary language

Runtime Environment Runtime Environment

Operating System Operating System




Unity

A Used in many gaming applications

A Specialised in rendering 3D and
animated images

A Runtime (with translation to an
intermediary language)




4 possibilities
1) 2)

T

/

Source Code Executable Code o
Platform specific

Executable Code
source code

Operating System

Operating System

4)

Source code Source code Intermediary language

Runtime Environment Runtime Environment

Operating System Operating System




1)

3)

4 possibilities

Source Code

Executable Code

Operating System

Source code

Runtime Environment

|
Operating System

titanium

2)

T

/

Platform specific

Executable Code
source code

Operating System

4)
Source code Intermediary language

Runtime Environment

Operating System



Cross-Platform Tool Selection Criteria




Cross-Platform Tool Selection Criteria

Performance

Development infrastructure

Supported platforms \

Ul capabilities
Programming Language

Access to device features
MSecurity




Supported platforms

JavaScript Framework + ALL JavaScript

PhoneGap Frameworks

Runtime Titanium
NativeScript
ReactNative

Source code Translator Egela
NeoMAD

Source Code Translator + Xamarin

Runtime Ot
Adobe Air
Unity

App Factory AppMakr
ViziApps

B ) o



Development infrastructure: Programming languages

Technology Programming language

JavaScript ALL JavaScript, HTML, CSS
Framework + JavaScript
PhoneGap Frameworks
Runtime Titanium JavaScript
NativeScript JavaScript
ReactNative JavaScript
Source code NeoMAD Java
Translator
Source Code Xamarin C#
Translator + Ot C++/QML
Runtime _ _ _
Adobe Air ActionScript
Unity C#, UnityScript (JavaScript)
App Factory AppMakr Drag & Drop
ViziApps Drag & Drop

B ) o



Development infrastructure: Programming environment

Technology Programming environment

JavaScript ALL Any text editor / web IDE
Framework + JavaScript

PhoneGap Frameworks

Runtime Titanium Titanium IDE

NativeScript  Appbuilder
ReactNative Text editor, Nuclide, Deco

Source code NeoMAD NeoMAD IDE (based on eclipse)
Translator
Source Code Xamarin Xamarin Studio
Translator + Qt QT creator
Runtime _ :
Adobe Air Adobe Flash Builder
Unity Visual Studio (+plugin)
App Factory AppMakr Cloud development tool

ViziApps Cloud development tool




Development infrastructure: License cost

JavaScript ALL JavaScript PhoneGap: always free
Framework + Frameworks FREE: lonic, jQuery Mobile, é
PhoneGap PAID: Sencha Touch $4475+/year (5 devs), é
Runtime Titanium $39/month (1 dev)
NativeScript Free
ReactNative Free
Source code NeoMAD $999/year (1 dev)
Translator
Source Code Xamarin Free community license
Translator + Qt $3540/year (1dev)
Runtime _
Adobe Air Free
Unity $75/month (1dev)
App Factory AppMakr $1/month
ViziApps $33/month

KU LEUVEN

Based on lowest prices, additional support/tools introduce extra costs




Ul Capabilities

56 Suwon, Korea Bus
3 N\ : | 23'C
Suwon| \\ \\—~ T!( — s :
foungtong| =) (& _
1o vB;DE'/ > L .]LT-'
| 7 [Stinson || ™| Setats. | )| Aldruim|
rd ! Iconic UX Review with UXCH < Ko 0 Pl
| Meeting Room 3 -

| 13:00-16:00 [B]

7 Suwon| o 0




Ul Capabillities:
Web Apps and Web-To-Native Wrappers

A Easy Ul development

o CSS templates

o JavaScript Frameworks (e.g. lonic)
A Tons of CSS and JavaScript Frameworks freely available
A Good looking applications with little to no effort

A Some JavaScript Frameworks offer native skins (e.g.
Sencha Touch)

B ) o



ProperfiyCross

G My Locaboin
Pravio Saarches
BES

Bristal

20 of 56 malches

Mo Service F 18:04 -

PropertyCross 8
s the form below 1o Search lor houses
to buy. You can search by place-name,
postcode, aor click 'Ky location”, to search
in your current location!

Location
Go || My Location

Previous Searches

B2 53
B51 3
51.45,-2.59 85

Mo Servico T 18:02 -

€ Back 20 of 31 matches
[~

£183,950
Caning Wiry, Harbauiraide, B51 -
Madern

' £164,000
Haotwedl Foad, BS&

o £203 050

- Honzon, Broad YWeir, Brigicd, B51

i £169,950
I LR si Michaots Hil, Flal. Bristel, BS2

malll

= £175,000

. Fovaminaem Moad, Bristol, BS8

Load mone ..

Results for bs1, shawing 20 of 31 properties




Ul Capabillities:
Runtimes and Source Code Translators

A Sometimes, platform specific code is needed for the Ul
(e.g. Xamarin)

A Often access to native Ul components (e.g. Xamarin,
native javascript frameworks)

A Some provide advanced graphical support (e.g. Unity, Qt)
o Game Enigines
o 2D and 3D acceleration
o €

B ) o



Example Unlty

51299150




Device feature access & platform specific code

)
S
? o
? &
AN
s&@ G\Q)(b
O @
Q)& Ny
S
Q
NS
S
&
o
ec}
No platform Platform
specific code Specific code
required for everything

B ) o



Performance

A See presentation: Comparing performance parameters of
mobile app development strategies




Performance

Cross-platform tools of the same category show
similar behavior

The performance penalty resulting from the use of
cross-platform tools is generally acceptable

Page rendering: JavaScript frameworks vs Runtimes,
speed vs Native Ul components
The performance of a cross-platform application
strongly depends on the targeted platform

KU LEUVEN




Cross-platform tools of the same category show

similar behavior

Memory Usage

250
200
150
H Android
100 !
mios
50
= \WF
0
R\Z 5 K& L N Y\ & QO
& ((\09 ¥ & 5& @QS& <& S {\\\’(Q é\fé\
> % 6® Ib&o ?bo\o R
S
.\ of




The performance penalty resulting from the use of

cross-platform tools is generally acceptable

Time to open afavorite page of the application

500
450
400
350
300
250

200 B Android High-end
150
100 ' l I = Android Low-end
50 l
= N

e o X S
. SRR S s\f‘\i@ &o T
Time toreturn to previous page of the app Q&‘* %QQ&"’ v '

300
250
200
150
100 B Android High-end
50 B Android Low-end

o =i wll .i m_ -




Page rendering: JavaScript frameworks vs Runtimes,

speed vs Native Ul components

Time to open favoritespage

300 A
4 A
150 B Android High-end
100 = jos High-end
’ KFamo,us IAF lonic jQuery Mobile SenchaTouch 2 / KAdobeAlR Titanium Xamarinj
JavaScript Frameworks
A Webview renders HTML pages A Creates Ul View elements
A Some JavaScript frameworks have A Makes use of Native Ul components
faster response times than native A Additional overhead introduced
apps

A Sometimes native skins
No real, native Ul components

B ) o



The performance of a cross-platform application

strongly depends on the targeted platform

- P am I | 1"cr 1 I 1
Xam: gy
Installer size
10
9
8
7
6 ARM
5 BINARY
4
B 3 Runs
i , » Natively
1
. —
Native Xamarin
A Sour ecutable
Lang M Android miOS
A Just-ir=rnmne \JI1 ) CuUrnpnauuri A ATNcau-uUI-TIie (AU1) compilation

v .



Security




Security concerns In cross-platform apps

A Possible introduced software vulnerabilities by
o Runtimes
o Translation of code
o Mapping of code on native APIs
o Extra software layers

A Significant part of the code base in the application
becomes third party

o Developer has little to no control over this.

B ) o



Case Study: c@PhoneGap

PhoneGap Application

PhoneGap Plug-ins

‘ | JavaScript ] Accelerometer ] [ Geolocation

Camera ] [ Media

Contacts ] [ Notification

File ] [ Storage

[ ]
[ ]
[ Compass ] [ Network ]
[ J
[ J
[

Custom Plug-ins ]
PhoneGap

Native APIs

Seroes | Sensors




Plugins and Security




Hot code update plugins

A Allow PhoneGap applications to be updated without the a

©
©

cordova-hot-code-push-plugin v1.2.5 by nikdem 5]
Cordova plugin to perform code updates on the fly MIT
o 509 downloads last month
* . Last updated 47 days ago
cordova-plugin-code-push v1.5.1-beta by vsmobile i5]
CodePush Plugin for Apache Cordova Licensed
. 393 downloads last month
* ' Last updated 19 days ago
meteor-cordova-update-plugin v0.0.2 by luisherranz B
CordovalUpdate is a plugin to serve files from file-system MIT

80 downloads last month

Last updated 255 days ago

cordova-plugin-dynamic-update v0.2.1 by leecrossley E
Cordova Plugin to dynamically update the app www directory. MIT

38 downloads last month

* Last updated 199 days ago




Hot code update plugins

Webview




Meteor-cordova-update-plugin




Meteor Todo App
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Man-In-The-Middle Attack
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N iptables -t nat -A PREROUTING -i wlanO -p tcp --dport 80 -j
, NN DNAT --to 192.168.1.100:8080
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Man-In-The-Middle Attack




Man-In-The-Middle Attack







