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About us
MSEC ïMobile and Secure

ÅResearch line 1: designing secure mobile applications

ÅResearch line 2: inspecting system level security & privacy

MSEC Website: https://iiw.kuleuven.be/onderzoek/msec
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CrossMoS

Cost-efficient development of advanced, 

cross-platform mobile applications

Å IWT/VLAIO TETRA project

Å Project of 2 years

Å In collaboration with app developers, 

small companies and SMEs

Å Researchers:

Å Michiel Willocx & Ruben Smeets

Å Project Website:

Å https://www.msec.be/crossmos/
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Introduction



Introduction

ÅMobile platforms



Introductie
ÅMobile platform sales



Native Development



Native development: Android



Native development: Android



Native development: iOS 



Native development: iOS 
ÅStoryboards



Native development: Windows Phone



Native development: Windows Phone



Overview native development

Programming 

Language

Objective ïC

Swift

Java .NET

User Interface Story boards XML-files .XAML-files

IDE Xcode Android Studio Visual Studio



Problems native development

Programming 

Language

Objective ïC

Swift

Java .NET

User Interface Story boards XML-files .XAML-files

IDE Xcode Android Studio Visual Studio

+different development techniques

+different application lifecycles



Problems native development

Development time

Development cost

Time to release updates and to fix bugs

Necessary programming skills



Solution?

Cross-Platform Tools



Cross-Platform Tools (CPTs)

Programming 

Language

Objective ïC

Swift

Java .NET

User Interface Story boards XML-files .XAML-files

IDE Xcode Android Studio Visual Studio

1 programming language

1 user interface

1 development environment

Čsupport all platforms with one (partially) shared code base



Examples



Classification of Cross-Platform-Tools



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



App Factories

ÅDrag and drop app design

ÅAutomatic code generation

ÅLittle to no self-written code

ÅUsed for writing simple

applications (e.g. RSS feed reader)



ÅNo programming skills required

ÅOften ability to develop in cloud

ÅLimited UI capabilities

ÅLimited overall possibilities

App Factories



App Factories: Examples



App Factories: Examples



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



Web Apps

Č Mobile Websites

ÅAccessed in standard 

mobile browser (Chrome, 

Safari, é)

ÅOptimized for mobile 

device screen sizes



Web Apps: JavaScript Frameworks

UI Components

ÅLayout

ÅOptimization, scaling and 

formatting for mobile screen 

sizes

ÅNative-looking skins (not 

always available)

ÅOptimization for touch functionality



Web Apps: JavaScript Frameworks

Other Components

Assistance in:

ÅDOM manipulation

ÅUtility functions (e.g. array 

manipulations, access Web 

resource)

ÅEvent handling (e.g. on click, 

gestures)



Web Apps: JavaScript Frameworks

Use of design patterns

ÅMVC (e.g. AngularJS)

ÅMVVM (e.g. KnockoutJS)

Åé



ÅNo platform-specific code

ÅEasy to develop

ÅEasy to update

ÅEasy to distribute (URL)

ÅLots of support and different 

frameworks available

ÅInternet access always needed

ÅResponsiveness (partly) 

depends on Internet connection

ÅNot a real, stand-alone 

application

ÅLimited access to device 

features

ÅOften no native look and feel

ÅDepends on browser 

capabilities

Web Apps



JavaScript Frameworks: Examples



Web Apps: Sencha Touch

ÅAbility to use native skins



Web Apps: Ionic
Å Based on 

ČMVC Design Pattern



Web Apps: Ionic
ÅFocusses on look & feel and UI interaction

(Recently also native skins)



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



Web-To-Native Wrappers

ÅWeb Apps, packaged as a 

native, stand-alone application

ÅWeb code is displayed in a 

chromeless webview

ÅWider range of native API calls 

compared to normal Web 

browser



ÅAllow Web developers to make 

mobile applications

ÅConvert existing Web services 

to mobile applications

ÅStand-alone application

ÅMore available device features 

than Web apps

ÅPoorer UX compared to native

ÅOften no native look and feel

ÅPerformance overhead

Web-To-Native Wrappers



Web-To-Native Wrapper: Phonegap

Å Acquired by Adobe in 2011

Å Supported OS:

Å Android

Å iOS

ÅWindows Phone

Å BlackBerry

Åé

Å Alternatives for PhoneGap as 

web-to-native wrapper? 

Č discontinued, never used, 

bankrupt,é 



PhoneGap Explained



PhoneGap Explained: Packaging

Build options:

Å Local Č PhoneGap CLI

Å Cloud Č PhoneGap Build

Web App

Native 

Application



Examples of PhoneGap applications



Examples of PhoneGap applications



For more information on this topicé



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



Runtimes

ÅCross-platform compatibility 

layer

ÅShields app form underlying 

differences between platforms

ÅDifferent strategies:

o Interpreted at runtime

o Compiled in advance 

(source code translators)

Application Code

Runtime Environment

Operating System



ÅGood overall user experience

ÅLess reliant on native webview

component/JavaScript engine

ÅApplication developers can 

choose Runtime based on 

programming language

ÅOften, platform specific code is 

needed

ÅRuntimes introduce significant 

overhead

ÅLearning curve is often quite 

steep

Runtimes



Runtimes: examples



Titanium explained

ÅWritten in JavaScript

ÅNo cross-compilation

ÅJavaScript code evaluated

at runtime

ÅTitanium API maps

JavaScript code on Native 

API (1:1)



Uses JavaScript Uses JavaScript

WebView Runtime

Renders HTML pages in 

chrome-less browser

Interprets JavaScript code 

and maps on Native API 

Developer writes Web app Developer writes ñnativeò 

application using JavaScript

Difference between PhoneGap and Titanium



Classification of CPTôs

ÅWeb Apps (JavaScript Frameworks)

ÅWeb-to-native Wrappers

ÅRuntimes

ÅSource code translators

ÅApp Factories



Source Code Translator

ÅDifferent strategies:

o Translate to native source

o Translate to intermediary

language

o Translate to low level machine 

code

ÅOften used in combination with

Runtime



ÅGood user experience and 

performance

ÅApplication developers can 

choose tool based on 

programming language

ÅGenerate 100% native 

applications

ÅOften, platform specific code is 

needed

ÅLearning curve is often quite 

steep

ÅHigh complexity, supporting 

new APIs is time consuming, 

extending the framework is not 

trivial

Source Code Translator



Source Code Translator: examples



Source Code Translator: NEOMAD



Cross-platform technology

Web Apps

Web-To-Native 

Wrappers Source Code 

Translator

Application 

Code

Runtime 

Environment

Operating 

System

Runtimes

1) Based on web technology 2) Not based on Web 

technology



Runtimes & Source code translators
4 possibilities

1) 2)

3) 4)

Source code

Runtime Environment

Operating System

Source code Intermediary language

Runtime Environment

Operating System

Executable Code

Operating System

Source Code

Executable Code

Operating System

Platform specific 

source code

Source Code



Combination Source Code Translator and

Runtime: Xamarin

ÅUses Runtime

ÅCode written in C#

ÅSupported platforms:

ÅAndroid 

ÅiOS 

ÅWindows Phone

Å(OS X)

Åé

ÅRecently acquired by Microsoft



Xamarin explained: development



Xamarin explained: Xamarin.Forms

Xamarin.Forms

Xamarin.Mobile



Xamarin.Forms



Xamarin: Android vs iOS

Å Source translated to Intermediary 

Language (IL)

Å Just-In-Time (JIT) compilation

Å Source translated to executeble

binary code

Å Ahead-Of-Time (AOT) compilation



Runtimes & Source code translators
4 possibilities

1) 2)

3) 4)

Source code

Runtime Environment

Operating System

Source code Intermediary language

Runtime Environment

Operating System

Executable Code

Operating System

Source Code

Executable Code

Operating System

Platform specific 

source code

Source Code



Unity

ÅUsed in many gaming applications

ÅSpecialised in rendering 3D and 

animated images

ÅRuntime (with translation to an 

intermediary language)



Runtimes & Source code translators
4 possibilities

1) 2)

3) 4)

Source code

Runtime Environment

Operating System

Source code Intermediary language

Runtime Environment

Operating System

Executable Code

Operating System

Source Code

Executable Code

Operating System

Platform specific 

source code

Source Code



Runtimes & Source code translators
4 possibilities

1) 2)

3) 4)

Source code

Runtime Environment

Operating System

Source code Intermediary language

Runtime Environment

Operating System

Executable Code

Operating System

Source Code

Executable Code

Operating System

Platform specific 

source code

Source Code



Cross-Platform Tool Selection Criteria



Performance

UI capabilities

Development infrastructure

Security
Access to device features

Supported platforms

Cross-Platform Tool Selection Criteria

Programming Language



Supported platforms
Technology Tool Android iOS WP

JavaScript Framework + 

PhoneGap

ALL JavaScript

Frameworks

Runtime Titanium

NativeScript ALPHA

ReactNative ALPHA

Source code Translator Eqela

NeoMAD

Source Code Translator +

Runtime

Xamarin

Qt

Adobe Air

Unity

App Factory AppMakr

ViziApps



Development infrastructure: Programming languages 

Technology Tool Programming language

JavaScript 

Framework + 

PhoneGap

ALL 

JavaScript

Frameworks

JavaScript, HTML, CSS

Runtime Titanium JavaScript

NativeScript JavaScript

ReactNative JavaScript

Source code 

Translator

NeoMAD Java

Source Code 

Translator +

Runtime

Xamarin C#

Qt C++/QML

Adobe Air ActionScript

Unity C#, UnityScript (JavaScript)

App Factory AppMakr Drag & Drop

ViziApps Drag & Drop



Development infrastructure: Programming environment

Technology Tool Programming environment

JavaScript 

Framework + 

PhoneGap

ALL 

JavaScript

Frameworks

Any text editor /  web IDE

Runtime Titanium Titanium IDE

NativeScript Appbuilder

ReactNative Text editor, Nuclide, Deco

Source code 

Translator

NeoMAD NeoMAD IDE (based on eclipse)

Source Code 

Translator +

Runtime

Xamarin Xamarin Studio

Qt QT creator

Adobe Air Adobe Flash Builder

Unity Visual Studio (+plugin)

App Factory AppMakr Cloud development tool

ViziApps Cloud development tool



Development infrastructure: License cost
Technology Tool Programming environment

JavaScript 

Framework + 

PhoneGap

ALL JavaScript

Frameworks

PhoneGap: always free

FREE: Ionic, jQuery Mobile, é

PAID: Sencha Touch $4475+/year (5 devs), é

Runtime Titanium $39/month (1 dev)

NativeScript Free

ReactNative Free

Source code 

Translator

NeoMAD $999/year (1 dev)

Source Code 

Translator +

Runtime

Xamarin Free community license

Qt $3540/year (1dev)

Adobe Air Free

Unity $75/month (1dev)

App Factory AppMakr $1/month 

ViziApps $33/month

Based on lowest prices, additional support/tools introduce extra costs



UI Capabilities



UI Capabilities: 

Web Apps and Web-To-Native Wrappers

ÅEasy UI development 

o CSS templates

o JavaScript Frameworks (e.g. Ionic)

ÅTons of CSS and JavaScript Frameworks freely available 

ÅGood looking applications with little to no effort

ÅSome JavaScript Frameworks offer native skins (e.g. 

Sencha Touch)



Example Sencha Touch



UI Capabilities: 

Runtimes and Source Code Translators

ÅSometimes, platform specific code is needed for the UI 

(e.g. Xamarin)

ÅOften access to native UI components (e.g. Xamarin, 

native javascript frameworks)

ÅSome provide advanced graphical support (e.g. Unity, Qt)

o Game Enigines

o 2D and 3D acceleration

o é



Example Unity



Device feature access & platform specific code 

Platform 

Specific code 

for everything

No platform 

specific code 

required



Performance

ÅSee presentation: Comparing performance parameters of 

mobile app development strategies



Performance

Cross-platform tools of the same category show 

similar behavior

The performance penalty resulting from the use of 

cross-platform tools is generally acceptable

Page rendering: JavaScript frameworks vs Runtimes, 

speed vs Native UI components

The performance of a cross-platform application 

strongly depends on the targeted platform



Cross-platform tools of the same category show 

similar behavior
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The performance penalty resulting from the use of 

cross-platform tools is generally acceptable
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Page rendering: JavaScript frameworks vs Runtimes, 

speed vs Native UI components
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JavaScript Frameworks Runtimes

ÅWebview renders HTML pages

Å Some JavaScript frameworks have 

faster response times than native 

apps 

Å Sometimes native skins

No real, native UI components 

Å Creates UI View elements

Å Makes use of Native UI components

Å Additional overhead introduced



The performance of a cross-platform application 

strongly depends on the targeted platform

Xamarin: Same tool, different strategy

Å Source translated to Intermediary 

Language (IL)

Å Just-In-Time (JIT) compilation

Å Source translated to executable 

binary code

Å Ahead-Of-Time (AOT) compilation



Security



Security concerns in cross-platform apps

ÅPossible introduced software vulnerabilities by

o Runtimes

o Translation of code

o Mapping of code on native APIs

o Extra software layers

ÅSignificant part of the code base in the application 

becomes third party

o Developer has little to no control over this.



Case Study:



Plugins and Security



Hot code update plugins

ÅAllow PhoneGap applications to be updated without the app 

store



Hot code update plugins

APK

Webview

éAssets

WWW é

éé

Updated www

<Location outside of the APK>



Meteor-cordova-update-plugin 



Meteor Todo App 



Man-In-The-Middle Attack

iptables -t nat -A PREROUTING -i wlan0 -p tcp --dport 80 -j 

DNAT --to 192.168.1.100:8080



Man-In-The-Middle Attack



Man-In-The-Middle Attack




